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Ixrpnroclr Coopnn r,rrou CoNTRACT
Dup.lnryrxr oF STATE HEALTH SERyrcEs

Coxrnacr No. HHSREVI 00003162

The DEPARTMENT oF STATE HEALTH SERvrcEs ("DSIIS" or "SysrsM AcENcy') and Hopkins
County ("Locm GoVERNMENT"), each a "Party" and collectively the "Parties," enter into the
following contract for Local Government access to the Texas Electronic Vital Events Registrar
('TXEYER) (the "Contract") pursuant to the provisions ofthe "Interlocal Cooperation Act" Tex.

Gov't Code Chapter 791 .

I. CoNTRA.cr REPRESENTATTVES

The following will act as the representative authorized to administer activities under the Contract
on behalf of its respective Party.

U, STATEMENT oF SERV-ICES ro BE PRo!'rDED

The Parties agree to cooperate to provide necessary and authorized services and resources in
accordance with the terms of the Contract. Specific services provided are described in
ArIACmUENT C, STATEMENT oF WoRK.

UL CoNTRACI PERIoD A]YD RENEWAL

The Contract is effective on the sipature date ofthe latter ofthe Parties to sign the Contract and

expires August 31, 2027, unless renewed, extended, or terminated pwsuant to the terms and

conditions ofthe Contract. DSHS, at its sole discretion, may renew the Contract for up to one (l)
additional year for a maximum Contract term of 5 years. Notwithstanding the limitation in the

preceding sentence, and with at least 30 calendar days' advance written notice to Local
Govertrment, at the end ofthe initial term or any renewal period, DSHS, at its sole discretion, may

extend the Contract as necessary to ensure continuity of sewice, for purposes of transition, or as

otherwise determined by DSHS to serve the best interest of the state of Texas for up to I 2 months,

in one-month intervals, at the then-current Contract rate or rates (ifapplicable) as modified during
the term of the Contract.

DSHS Contract No. HHSREVI00003162
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DSES Local Government
Name: Department of State Health Services Name: Hopkins County
Attn: Conract Management Section Attrr: Hopkins County Clerk's Oflice
Address: I 100 W 49th Street, MC- 1990 Address: 128 Jefferson St. Ste. C
City, State, and Zip: Austin, TX 78776-2679'756 City, State, and Zip: Sulphur Springs, TX 75482

Contact Person: Maria Acuna Contact Person: Tracy Smith
Telephone: (5 l2l 77 6-6629 Telephone: (903't 438 407 4
E-Mail: maria.acuna@dshs.texas.qov E-Mail : cclerk@hookinscountvtx.org
Agency Number: 537
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TV. AMENDMENT

The Parties to the Contract may modifr the Contract only through the execution of a writlen
amendmant signed by both Parties.

V. FEES AND PAYMENT FoR SERVICES

All payments made by Local Govemment to DSHS in connection with the Contract, including the
manaer in which payments to DSHS by Local Govemment will be rendered, are stated in
ATTACHMENT C, STATEMENT or WoRK.

VI. NorrcEREeurRElfilrrs

Health and Human Services Commission
Attn: OfEce of the Chief Counsel
460I W Guadalupe St MC-I100
Austin, Teras 7t751

with copy to

C. DSHS shall send legal notices to Local Govfiment at the address below:

Hopkins County Clerk
128 Jefferson Street, Suite C
Sulphur Springs, TX 7 5/t2
m3-43E-4074
cclerk@hookinscountr tx.ors

D. Notices givan by DSHS to Local Government may be emaile4 mailed or sent by common
carrier. Email notices shall be deerned delivered when selt by DSHS. Notices sent by mail
shall be decrned deliver€d when deposited by DSHS in the United States mail, postage

DSHS Contract No. HHSREV I 00003 I 62
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A. All notices givor by Local Government shall be in writing, include the Contract number,
comply with all terms and conditions of the Contract, and be delivered to DSHS's
Contract Represantative identifi ed above.

B. Local Government shall send legal notices to DSHS at the address below and provide a

copy to DSHS's Confact Representative:

Department of State Health Services
Attn: OIfice of General Counsel
1100 W.49th Street, MC-1919
Austin, TX 7E756
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paid, certified, retum receipt requested. Notices sent by common carrier shall be deemed
delivered when deposited by DSHS witl a common carrieq ovemight, signature required.

E. Notices given by Local Govemment to DSHS shall be deemed delivered when received
by DSHS.

F, Either Party may change its Contract Representative or Legal Notice contact by
providing written notice to the other Party.

VII. CoNTRACTDoCUMENTS
The following documents are incorporated by reference and made a part ofthe Contract for all
puposes. ln the went of a conflict, ambiguity, or inconsistency between the terms and
conditions set forth in the documents that comprise the Contract, the controlling document
shall be this Signature Document, then the rernaining documents in the following list in the
order stated:

VI[I. MISCELLANEoUS TERMS AND CoN.DITIoNS

A. Exchange of Personal Identifying Information, The Contract concerns the exchange
of Confidential Information. Except as prohibited by applicable law or regulation,
Local Government and DSHS may exchange such information in accordance with Is.
Health and Safety Code Chapter l9l .

B. Suspension of Services or Contract Termination. Use of services under the Contract
by Local Govemment for purposes inconsistent with the Contract or applicable law or
regulation may result in suspension ofservices or termination ofthe Contract fot cause
by DSHS.

C. Governing Law and Venue. The Contract shall be governed by and construed in
accordance with the laws ofthe State ofTexas, without regard to the conflicts of law
provisions. The venue of any suit arising under the Conkact is frxed in any court of
competent jurisdiction ofTravis County, Texas, unless the specific venue is otherwise
identified in a statute which directly names or otherwise identifies its applicability to
DSHS.

D. Confidentiality. Local Govemment shall maintain as confidential and shall not
disclose to third parties without DSHS's prior written consent, any DSHS information
including but not limited to DSHS Data. DSHS's business activities, practices, systems,
conditions, aad services. This section shall survive termination or expiration of the
Contract. This requirernent must be included in all subconracts awarded by Local
Govemment. The Parties shall comply with all applicable state and federal laws relating

DSHS Contact No. HHSREVl00003l62
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ATTACHMENT A: HHS DATA UsE AGREEMENT. TACCHO;
ATTAcHruEnr B: HHS CoNTRACT AFFIRMATIoNS (\/ERsloN 2.2)i and
ATTACHNIENT C: STATEMENT OF WORK.
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E. Record Maintenance and Retention
l. Local Government shall keep and maintain under GAAP or GASB, as applicable,

full, true, and complete records necessary to fully disclose to DSHS, the Texas State
Auditor's Office, the United States Govemment, and their authorized
representatives sufficient information to determine compliance with the terms and
conditions ofthe Contract and all state and federal rules, regulations, and statutes.

2. Local Government shall maintain and retain legible copies ofthe Contract and all
records relating to the performance of the Contract, including supporting fiscal
documents adequate to ensure that claims for Conhact funds are in accordance with
applicable state of Texas requirements. These records shall be maintained and
retained by Local Govemment for a minimum ofsevan (7) years after the Contract
expiration date or seven (7) years after the completion of all audit, claim, litigation,
or dispute matters involving the Contract are resolve4 whichever is later.

F. Dispute Resolution. To the extent that Tex. Gov't Code (\apLer 2260 is applicable to
Ihe Contract, the dispute resolution process provided for in Chapter 2260, and the
related rules adopted by the Texas Attorney General pursuant to Chapter 2260, shall be

used by DSHS and Local Government to attempt to resolve any claim for breach of
contract made by Local Government that cannot be resolved in the ordinary course of
business.

G. Entire Agreement. The Contract contains all the terms and conditions between DSHS
and Local Government relating to the matters set forth herein and no prior or
contemporaneous agreement or understanding pertaining to the same shall be of any
force or effect.

H. Force Majeure. Neither Local Govemment nor DSHS shall be liable to the other for
any delay in, or failure of performance of, any requirement included in the Contract
caused by force majeure. The existence ofsuch causes ofdelay or failure shall extend
the period of performance until after the causes ofdclay or failure have been removed
provided the non-performing Party exercises all reasonable due diligence to perform.

Force majeure is defined as acts of God, war, fires, explosions, hurricanes, floods,
failure oftransportation, or other causes that are beyond the reasonable control ofeither
Party and that by exercise of due foresight such Party could not reasonably have been

expected to avoid, and which, by the exercise of all reasonable due diligence, such

Party is unable to overcome.

I. INDEMNIFICATION
I. TO THE EXTENT ALLOWED BY THE CONSTITUTIO\ A\D LAWS OF

TIIE STATE OF TEXAS, LOCAL GOVERNMENT SHALL DEFEND'
INDEMNIFY AND HOLD HARMLESS THE STATE OF TEXAS, DSHS'

DSHS Contact No. HHSREVl00003162
Pagc 4 of7

to the privacy and confidentiality of data and records provided under the Contract,
including, but not limited to, Tex. Gov't Code Section 552.1 15.
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J. No Waiver of Sovereign Immunity. Nothing in the Contract shall be construed as a
waiver of DSHS's, HHSC's. or the state of Texas' sovereign immunity. Neither the
Contract nor any action or inaction ofDSHS shall constitute or be construed as a waiver
ofany of the privileges, rights, defenses, remedies, or immunities available to the State
of Texas, DSHS, or HHSC. The failure to enforce, or any delay in the enforcement oIl
any privileges, rights, delenses, remedies, or immunities available to the State ofTexas,
DSHS, or HHSC under the Contract or under applicable law or regulation shall not
constitute a waiver ofsuch privileges, rights, defenses, temedies, or immunities or be
considered as a basis for estoppel. Neither the State ofTexas, DSHS, nor HHSC waives
any privileges, rights, defenses, or immunities available to the State oiTexas, DSHS,
or HHSC by entering into the Contract or by its conduct prior to or subsequent to
entering into the Contract. Notwithstanding the forgoing, ifLocal Government is a state
of Texas agency or department, district, authority, county, municipality, or other
political subdivision ofthe state ofTexas, then nothing in the Contract will be construed
to abrogate any rights or affirmative defenses available to Local Govemment under
doctrines ofsovereign and official immunity.

K. Severability. If any provision of the Contract is construed to be illegal or invalid, the

illegal or invalid provision shall be deemed stricken and deleted to the same extent and
effect as ifnever incorpomted, but all other provisions shall continue.

L. Weiver. The failure of either Party to object to or to take affirmative action with respect

to any conduct of either Party which is in violation or breach of the terms of the

DSHS Contract No. HHSREVI00003l62
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AND HHSC, AND/OR THEIR OFFICERS, AGENTS, EMPLOYEES,
REPRESENTATIVES, CONTRACTORS, ASSIGNf,ES, AND/OR
DESIG\EES FROM ANY AND ALL LIABILITY, ACTIONS, CLAIMS,
DE]IIANDS, OR SUITS, AND ALL RELATED COSTS, ATTOR\EY FEES,
AND EXPENSES ARISING OI,T OF OR RESULTING FROM ANY ACTS
OR OMISSIONS OF I,OCAL GOYERNMENT OR ITS AGENTS,
EMPLOYEES, SUBCONTRACTORS, ORDER FULFILLERS, OR
SUPPLIERS OF SUBCO:{TRACTORS IIi THE EXECUTION OR
PERFORMANCE OF THE CONTRACT ANID A\Y PURCHASE ORDERS
ISSUED UNDER THE CONTRA.CT.

2. THIS PARAGRAPH IS NOT INTENDED TO AND WILL NOT BE
CONSTRUED TO REQUIRE LOCAL GO!'ERN}IENT TO INDEMNIFY
OR HOLD HARN{LESS THE STATE OF TEXAS, DSHS, OR HIISC FOR
ANY CLAIMS OR LIABILITIES RESULTING FROM THE NEGLIGENT
ACTS OR OMISSIONS OF THE STATE OF TEXAS, DSHS, OR HHSC OR
ITS EMPLOYEES.

3. FOR THE AVOIDANCE OF DOUBT, NEITHER THE STATE OF TEXAS,
DSHS, NOR HHSC SHALL INDE}INTFY I,OCAL GOVERNMENT OR
ANY OTHER ENTITY UNDER THE CONTRACT.
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Contract shall not be construed as a waiver ofthe violation or breach, or of any future
violation or breach.

M. Termination
l. Convenience. Either Party may terminate the Contract without cause by giving 30

days' written notice of its intent to terminate to the non-terminating Parry. The
termination will be effective on the date specified in the terminating Party's notice
of termination.

2. Cause resulting from Material Breech. Except as otherwise provided by the U.S.
Bankruptcy Code, or any successor law, either Party may terminate the Contract,
in whole or in part, upon he following condition:
i. Material Breach

If a Party determines, in its sole discretion, the other Party has materially
breached the Contract or has failed to adhere to any laws, ordinances, rules,
regulations or orders of any public authority having jurisdiction and such
violation prevents or substantially impairs performance ofthe other Party's
duties under the Contract.

3. Cause resulting from Failure to Maintain Finencial Viability. DSHS may
terminate Ihe Contract if, in its sole discretion, DSHS has a good faith beliefthat
Local Govemment no longer maintains the financial viability to fully perform its
obligations under the Contract.

The undersigned contracting Parties csrtiry that

A. The services specified above are necessary and essential for activities that are properly
within the statutory functions and programs of each Party;

B. Each Party executing the Contract on its behalf has full power and authority to enter into
the Conkact;

C. The proposed arrangements serve the interest of efficient and economical administration
of state and local governmenl; and

D. The sewices contracted for are not required by Section 21, Article XVI of the
Constitution ofTexas to be supplied under a contract awarded to the lowest responsible
bidder.

DSHS further certifies that it has statutory authority to contract for the services described in the
Contract under Tex. Health ond Safety Code Chapter l9l a.ndTex. Gov't Code Chapter 791.

Local Govemment further certifies that it has stanrtory authority to contract for the services
described in the Contract under fer- Health and Safety Code Chapter 191 and Tex. Gov't Code
Chapter 791.

SIGNATURE PAGE FoLLows

DSHS Cont-act No. HHSREVl00003 t62
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SrcNAruRE PAGE FoR DSIIS CoNTRACT No. IIHSREV100003I62

DEPARTMENT oT STATE IIEALTH SER!.ICES II0PKIN-S CoTjN'IY

t^ail^ kdlL, i^I)

Manda Hall Mf) Robert Newsom
Printed Name Printed Name
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Associate Commissioner for CommuniW Health
Improvement
Title

Date

Hookins Countv Judse

Title

7-24-2024
Date

DSHS Contr-act No. HHSREV10O003162
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ATTACHMENT A

HHS DATA UsE AGREEMENT

This Data Use Agreement ("DUA"), effective as of the date the Base Contract into which
it is incorporated is signed ("Effective Date"), is entered into by and between a Texas Health and
Human Services Enterprise agency ("HHS"), and the Contractn identified in the Base Contract, a
political subdivision of the State of Texas ("CONTRACTOR").

ARTICLE I.
PURPOSE; APPLICABILITY; ORDER OF PRECEDENCE

The purpose of this DUA is to facilitate creation, receipt, maintenance, use, disclosure or
access to Confidential Information with CONTRACTOR, and describe CONTRACTOR's rights
and obligations with respect to the Confidential Information.45 CFR 164.504(e)(1)-(3).ThisDU A
also describes HHS's rernedies in the event of CONTRACTOR's noncompliance with its
obligations under this DUA. This DUA applies to both Business Associates and conffactors who
are not Business Associates who create, receive, maintain, use, disclose or have access to
Confidential Information on behalf of HHS, its programs or clients as described in the Base
Contract-

As of the Effective Date of this DUA, if any provision of the Base Conkact, including any
General Provisions or Uniform Terms and Conditions, conflicts with this DUA, this DUA controls.

ARTICLE 2.

DEFIMTIONS

For the purposes of this DUA, capitalized, underlined terms have the meanings set forth in
the following: Health Inswance Portability and Accountability Act of 1996, Public Law lM.-lgl (42

U.S.C. $1320d, et seq.) and regulations thereunder in 45 CFR Parts 160 ard 164, including all
amendments, regulations and guidance issued thereafter; The Social Security Ac! including Seclion
ll37 (42 U.S.C. $S 1320b-7), Title XW of the Act; The Privacy Act of 19'74, as amended by the

Computer Matching and Privacy Protection Act of 1988, 5 U.S.C. S 552a and regulations and
guidance thereunder; Intemal Revenue Code, Title 26 ofthe United States Code and regulations and
publications adopted under that code, including IRS Publication 1075; OMB Memorandum 07-i8;
Texas Business and Commerce Code Ch. 521; Texas Government Code, Ch. 552, and Texas

Govemment Code $2054.1125. In addition, the following terms in this DUA are defined as follows:

"Authorized Purpose' means the specific purpose or purposes described in the Statement
of Work of the Base Contract for CONTRACTOR to fulfill its obligations under the Base Conkact,
or any other purpose expressly authorized by IIHS in writing in advance.

"Authorized User" means a Person

HHS Data Use Agreement
TACCIIO VERSION (l,ocal Ciry and County Entities) October 23, 2019

Page I ofl5
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(l) Who is authonzed to create, receive, maintain, have access to, process, view,
handle, examine, interpret, or analyze Confidential Information pursuant to this DUA;

(2) For whom CONTRACTOR warrants and represents has a demonstrable need to
create, receive, maintain, use, disclose or have access to the Confidential Information; and

"Confrdential Information" means any communication or record (whether oral, written,
electronically stored or transmitted, or in any other form) provided to or made available to
CONTRACTOR, or that CONTRACTOR may, for an Authorized Purpose. create, receive, maintain,
use, disclose or have access to, that consists of or includes any or all of the following:

(l) Client Information

(2)
Protected H

Protected Health Information in any form including without limitation, Electronic
ealth Information or Unsecured Protected Health lnformatio4 (herein "PHI"):

(3) Sensitive Personal Information defined by Texas Business and Commerce Code
ch.52l;

(4) Federal Tax Information;

(5) Lndividually Identifiable Health Information as related to HIPAA, Texas HIPAA
and Personal Identif,ine Information under the Texas Identity Theft Enforcement and Protection
Act;

(6)
information;

Social Security Administration including, without limitation, Medicaid

(7) All privileged work product;

(8) All information designated as conlidential under the constihrtion and laws of the
State ofTexas and ofthe United States, including the Texas Health & Safety Code and the Texas

Public Information Act, Texas Government Code, Chapter 552.

"Legally Authorized Representative" ofthe Individual, as defined by Texas law, including
as provided in 45 CFR 435.923 (Medicaid);45 CFR l6+.502(e)(1) (HIPAA); Tex. Occ. Code $

151.002(6); Tex. H. & S. Code $166.164; and Estates Code Ch. 752.

ARTICLE 3.
CONTRACTOR'S DUTIES REGARDING CONTIDENTIAL INFORMATION

3.0f Obfgations of CONTRACTOR

CONTRACTOR agrees that:

HHS Data Use Agrecrnent
TACCHO VERSION (Local City and County Entities) October 23,2O19
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(3) Who has agreed in writing to be bound by the disclosure and use limitations
pertaining to the Confidential lnformation as required by this DUA.
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(A) CONTRACTOR will exercise reasonable care and no less than the same
degree of care CONTRACTOR uses to protect its own confidential, proprietary and tr-ade

secret information to prevent any portion ofthe Coofidefltial Information from being used in
a manner that is not expressly an Authorized Puroose under this DUA or as Reouired bv Law.
4s CFR 164.s02(b)(t);4s CFR I64.sl4(d)

(B) Except as Requit€d by l.aw' CONTRACTOR will not disclose or allow access
to any portion of the Confidential Information to any Person or olher entity, other than
Authorized User's Workforce or Subcontractors (as defined in 45 C.ER 160.103) of
CONTRACTOR who have completed training in confidentiality, privacy, security and the
importance of promptly reporting any Event or Brcach to CONTRACTOR'S management, to
carry out CONTRACTOR's obligations in connection with the Authorized Purpose.

HHS, at its election, may assist CONTRACTOR in training and education on specific or
unique HHS processes, systems and./or requirements. CONTRACTOR will produce
evidence of completed training to HHS upon request. l5 C.F.R. 164.30E(a)(5)(i); Texas
Health &. Safety Code $IEI.|DI

All of CONTRACTOR's Authorized Users. Workforce and Subcontractors with acccss to a stat€
computer system or database will complete a cybersecurity training program certified under Texas
Govemment Code Section 2054.519 by the Texas Department oflnformation Resources or offered
under Texas Govemment Code Sec. 2054.519(0.

(C) CONTRACTOR will establish, implernent and maintain appropriate
sanctions against any member of its Worldorce or SuhonEactor who fails to comply with this
DUA, the Base Contract or applicable law. CONTRACTOR will maintain evidence of
sanctions and produce it to HHS upon reguest.y'S C.ER 164.30E(a)(I)(ii)(C); 164530(e);
1 64.4 I 0(b) ; 164.530(bXI )

(D) CONTRACTOR will not, excepl as otherwise permittsd by this DUA,
disclose or provide access to any Conlidential Information on the basis that such act is
Reouircd bv Law without notifing either HHS or CONTRACTOR's own legal counsel to
determine whether CONTRACTOR should object to the disclosure or access and seek
appropriate relief. CONTRACTOR will maintain an accounting of aU such requests for
disclosure and responses and provide such accounting to HHS within 48 hours of HHS'
request. 15 cFn I 6a.s0a@x2)Gi)(A)

(E) CONTRACTOR will not attempt to re-identi$ or firther identifo
Confi dential Information or De-identified lnformation, or anempt to contact any Individuals
whose records are contained in the Confidential Information, except for an Authorized
Pumose, without express written authorization from HHS or as expressly permitted by the
Base Contract. 45 CFR 164.502(d)(2xi) azd (til CONTRACTOR will not engage in
prohibited marketing or sale of Confidetrtial Information. 45 CFR 164.501, 164.50E(aX3)
ond (4); Ti:xas Health & Safety Code Ch. 181.002

CI CONTRACTOR will not permit, or enter into any agreement with a
Subcontrac-tor to, create, receive, maintain, use, disclose, have access to or transmit

HHS Data Use Agrccmcnt
TACCHO VERSION (Local City and County Entities) October 23,2O19
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Confidential Information to carry out CONTRACTOR's obligations in connection with the
Authorized Puroose on behalf of CONTRACTOR, unless Subcontractor agrees to comply
with all applicable laws, rules and regu.lations. 15 CFR 164.502(e)(I)(u); 16a.504(e)(I)G)
and (2).

(G) CONTRACTOR is directly responsible for compliance with, and enforcement
of, all conditions for creation, mainterance, use, disclosure, transmission and Destruction of
Confidential Information and the acts or omissions of SubcontacOrs as may be reasonably
necessary to prevent unauthorized use. 45 CFR 164.504(e)(5); 42 CFR 431.300, a seq.

(H) If CONTRACTOR maintains PHI in a Desimated Record Sa which is
Confidential Information and subject to this Agreement, CONTRACTOR will make PHI
available to IIHS in a Designated Record Set upon request. CONTRACTOR will provide PH]
to an lndividual. or Legallv Authorized Representative of the Individual who is requesting
PHI in compliance with the requirements of the HIPAA Privacv Rezulations.
CONTRACTOR will release ![I] in accordance with the HIPAA Privacv Reeulations upon
recerpt of a valid written authorization. CONTRACTOR will make other Confidential
Information in CONTRACTOR's possession available pursxxrt to the requirements of
HIPAA or other applicable law upon a determination ofa Breach ofUnsecured PHI as defined
in HIPAA. CONTRACTOR rlill maintain an accounting of all such disclosures and provide
it to HHS within 48 hours of HHS' reguest. 45 CFn ,64.521and 1M.504(eX2XiiXE).

(D If PHI is subject to this Agreement, CONTRACTOR will make PHI as
required by HIPAA available to HHS for review subsequent to CONTRACTOR's
incorporation of any amendments requested pursuant to HIPAA. 45 CFR
I 64.s04(e)(2)(ii)(E) and (F).

(J) If PHI is subject to this Agreement, CONTRACTOR will document and make
available to HHS the PHI required to provide access, an accounting of disclosures or
amendment in compliance with the requ irements ofthe HIPAA Privacy Resulations. 45 C]CR
I 64. s04(eX2)GilG) and I 64. 5 28.

(K) IfCONTRACTOR receives a request for access, amendment or accounting
of PHI from an individual with a right of access to information subject to this DUA, it will
respond to such request in compliance with the HIPAA Privacy Reeulations.
CONTRACTOR will maintain an accounting of all responses to requests for access to or
amendment of PHI and provide it to HHS within 48 hours of HHS' requesl y'5 CFR
164.s04(e)(2).

(L) CONTRACTOR will provide, and will cause its Subcontractors and agents
to provide, to HHS periodic written certihcations of compliance with controls and
provisions relating to information privacy, security and breach notification, including
without limitation information related to data transfers and the handling and disposal of
Confidential Information . 45 CFR 164.308; 164.530(c); I TAC 202.

HHS Data Usc Agreement
TACCHO VERSION (Local City and County Entitie.s) October 23, 2019
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GrO Excepr as orherwise limited by this DUA, the Base Contract, or law
applicable to the Confidential Information. CONTRACTOR may use PHI for the proper
management and administration of CONTRACTOR or to carry out CONTRACTOR's
legal responsibilities. Except as otherwise limited by this DUA, the Base Contract, or law
applicable to the Confidential Information. CONTRACTOR may disclose PHI for the
proper management and administration of CONTRACTOR, or to carry out
CONTRACTOR's legal responsibilities, ift 45 CFR I61.504QX4NA).

(l) Disclosure is Required bv Law' provided that CONTRACTOR complies with
Section 3.01(D); or

(2) CONTRACTOR obtains reasonable assurances fiom the person or entity to
which the information is disclosed that the person or entity will:

(a)Maintain the confidentiality of the Confidential Information in accordance
with this DUA;

(b) Use or further disclose the information only as Required by [:w or for
the Authorized Pumose for which it was disclosed to the Person; and

(c)Notifu CONTRACTOR in accordance with Section 4.01 of any Event or
Breach ofConfidential Information ofwhich the Penon discovers or should have
discovered with the exercise of reasonable diligence. 45 CFR
r6a.s0a@)()(ii)(B).

[rD Except as otherwise limited by this DUA, CONTRACTOR will, if required
by law and requested by [IHS, use commercially reasonable efforts to use PEI to provide data
aggregation services to [IHS, as that term is defined in the HIPAA,45 C.F.R. $164.501 and
permitted by HIPAA. 45 CFR fta.50aGX2)@(B)

(O) CONTRACTOR will, on the tennination or expiration of this DUA or the
Base Contract, at its expense, send to HHS or Destroy, at HHS's election and to the extent
reasonably feasible and permissible by law, all Confidential Information received from HHS
or created or maintained by CONTRACTOR or any of CONTRACTOR's agents or
Subcontractors on HHS's behalf if that data contains Confidential Information.
CONTRACTOR will certiry in writing to HHS that all the Confidential Information that has

been created, received, maintained, used by or disclosed to CONTRACTOR, has been

lgglpyg! or sent to HHS, and that CONTRACTOR and its agents and SubcontractoN have
retained no copies thereof. Notwithstanding the foregoing, IIHS acknowledges and agrees

that CONTRACTOR is not obligated to send to HHSC and/or Destroy any Confidential
Information if federal law, state law, the Texas State Library and Archives Commission
records retention schedule, and/or a litigation hold notice prohibit such delivery or
Destruction. If such delivery or Destruction is not reasonably feasible, or is impermissible by
law, CONTRACTOR witl irnrnediately noti! HHS of the reasons such delivery or
Desmrction is not feasible, and agtee to extend indefinitely the pmtections ofthis DUA to the
Confidential Information and limit is further uses and disclosures to the puposes that make

HHS Data Use Agreemcnt
TACCHO VERSION (Local City and County htities) Octobsr 23, 2019
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the retum delivery or Destruction of the Confidential Information not feasible for as long as

CONTRACTOR maintains such Confidential Information. 45 CFR I 64.504(eX2XiiXO

(P) CONTRACTOR will create, maintain, use, disclose, transmit or D€stroy
Confidential Information in a secure fashion that protects against any reasonably anticipated
threats or hazards to the security or integrity of such information or unauthorized uses y'S

CFR 164.306; I 64.530(c)

(a) If CONTRACTOR accesses, transmits, stores, and/or maintains Confidential
Information. CONTRACTOR will complete and retum to HHS at
infosecurity@hhsc.state.tx.us the HHS information security and privacy initial inquiry (SP!
at Attachment I . The SPI identifies basic privacy and security contols with which
CONTRACTOR must comply to protect HHS Confidential Information. CONTRACTOR
will comply with periodic security controls compliance assessment and monitoring by F{HS

as required by state and federal law, based on the type of Confidential Information
CONTRACTOR cr€ates, receives, maintains, uses, discloses or has access to and the
Authorized Puroose and level of risk. CONTRACTOR's security controls will be based on
the National Institute of Standards and Technology (NIST) Special Publication 800-53.
CONTRACTOR will update its security controls assessment whenever there are significant
changes in security controls for HHS Confidential Information and will provide the updated
document to [IHS. HHS also resewes the right to request updates as needed to satisry state
and federal monitoring requirefients. 45 CFR 164306"

(R) CONTRACTOR will establish, implement and maintain reasonable
procedural, administrative, physical and technical safeguards to preserve and maintain the
confidentiality, integrity, and availability ofthe Confideatial Information. and with respect to
PHI, as described in the I|IPA A Priwer-.w end Secun Resrrlations or other applicable laws
or regulations relating to Confidential Information. to prevent any unauthorized use or
disclosure of Confidential Information as long as CONTRACTOR has such Confidential
Information in its actual or constructive possession. 45 CFR 164.308 (admiaistrotive
safeguards); 164.310 (physical safeguards); 164.312 (technical safeguards);
I 64. 5 3 0 (c) (p rivacy s afeguards).

(S) CONTRACTOR will designate and identifr, a Person or Persons, as Edvqqy
Ofrcial4i CFR 164.5J0(a/(I/ and Information Security Offici4 each ofwhom is authorized
to act on behalf of CONTRACTOR and is responsible for the development and

implementation of the privacy and security requirsrnEnts in this DUA. CONTRACTOR will
provide name and current address, phone number and e-mail address for such designated

officials to HHS upon execution of this DUA and prior to any change. If zuch penons fail to
develop and implernent the requirements of the DUA, CONTRACTOR will replace them
upon HHS request. 45 CFX I64.308(a)(2).

(T) CONTRACTOR represents and warrants that its Auftorized Users each have
a demonstrated need to know and have access to Confidential Infomlation solely to the
minimum extent necessary to accomplish the Authorized Puroose pursuant to this DUA and
the Base Contract, and further, that each has agreed in writing to be bound by the disclosure

HHS Data Use Agreemert
TACCHo VERSIoN (Local City and County Entities) Octob€r 23,2O19
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and use limilations pertaining to the Confidential Information contained in this DUA. r'S

CFR 164.502; 164.5 14(d).

(U) CONTRACTOR and its SubconFactors will maintain an updated, complete,
accurate and numbered list of Authorized Users, their signatures, titles and the date they
agreed to be bound by the terms of this DUA, at all nmes and supply it to HHS, as directed,
upon request.

m CONTRACTOR will implemenl update as necessary, and document
reasonable and appropriate policies and procedures for privacy, security and Breach of
Confidantial Information and an incident response plan for an Event or Breach, to comply
with the privacy, security and breach notice requirements of this DUA prior to conducting
work nnder the Statement of Work . 45 CFR 164.30E; 164.316; 164.514(d); 16a.5j000.

(W) CONTRACTOR will produce copies of its information security and privacy
policies and procedures and records relating to the use or disclosure of Confidential
Information received from, created by, or received, used or disclosed by CONTRACTOR for
an Authorized Purpose for HHS's review and approval within 30 days of execution of this
DUA and upon request by HHS the following business day or other agreed upon time Fame.
45 CFR 164.308; 164.514(d).

(X) CONTRACTOR will make available to HHS any information HHS requires
to fuIfiIl HHS's obligations to provide access to, or copies of PHI in accordance with HIPAA
and other applicable laws and regulations relating to Coofidential Information.
CONTRACTOR will provide such information in a time and manner reasonably agreed upon
or as designated by the Secretarv of the U.S. Department of Health and Human Services, or
other federal or statelaw.45 CFR 164.504(e)(2)(i)@.

(Y) CONTRACTOR will only conduct secwe transmissions of Confidential
Information whether in paper, oral or electronic form, in accordance with applicable rules,
regulations and laws. A secure transmission ofelectronic Confidential lnformation in motion
includes, but is not limited to, Secure File Transfer Protocol (SFTP) or Encrvotion at an
appropriate level. If required by rule, regulation or law, IIHS Confidential Information at rest
requires Encrvption unless there is other adequate administrative, technical, and physical
security- All electronic data transfer and communications ofConfidential Information will be
through secure systems. Proofofsystem, media or device security and/or Encryption must be
produced to HHS no later than 48 hours after HHS's written request in response to a

compliance investigation, audit or the Discovery ofan Event or Breach. Otherwise, requested
production ofsuch proofwill be made as agreed upon by the parties. De-identification ofHHS
Confidential loformation is a means of security. With respect to de-identification of !![,
"secure" means de-identified according to HIPAA Privacv standards and regulatory guidance.
45 CFR 164.312; 164.530(d).

(Z) For each type of Confidential Information CONTRACTOR creates, receives,
maintains, uses, discloses, has access to or transmits in the performance of the Statement of

HHS Data Use Agreernent
TACCHO VERSION (Local Ciry and County Entitiss) Octobcr 23, 2019
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Work, CONTRACTOR will comply with the following laws rules and regulations, only to
the extent applicable and required by law:

Title I, Part 10, Chapter 202, Subchapter B, Texas Administrative Code;

The Privacy Act of 1974;

OMB Memorandum 07- 16;

The Federal lnformation Security Management Act of 2002 (FISMA);

The Health lnsurance Portability and Accountability Act of 1996 (HIPAA)
as defined in the DUA;

lnternal Revenue Publication 1075 - Tax Information Security Guidelines
for Federal, State and Local Agencies;

National Institute of Standards and Technology (NIST) Special Publication
800-66 Revision I - An Introductory Resource Guide for Implementing the
Health Insurance Portability and Accountability Act (HIPAA) Security
Rule;

NIST Special Publications 800-53 and 800-53A Recommended Security
Controls for Federal Information Systems and Organizations, as currently
revised;

NIST Special Publication 80047 - Security Guide for Interconnecting
lnformation Technology Systerns;

NIST Special Publication 800-88, Guidelines for Media Sanitization;

. NIST Special Publication 800-111, Guide to Storage of Encryption
Technologies for End User Devices containing PHI; and

Any other State or Federal law, regulation, or administrative rule relating to the specific HHS
program area that CONTRACTOR zupports on behalf of HHS .

(AA) Notwithstanding anything to the contrary herein, CONTRACTOR will treat
any Personal Identiryine InformaEon it creates, receives, maintains, uses, transmits, destroys
and/or discloses in accordance with Texas Business and Commerce Code, Chapter 521 and
other applicable regulatory standards identified in Section 3.01(2), and Individuallv
Identifiable Health Information CONTRACTOR creates, receives, maintains, uses,
transmits, destrcys and/or discloses in accordance with HIPAA and other applicable
regulatory standards identified in Section 3.01(2).

ARTICI,E 4-
BREACH NOTICE, REPORTING A]iID CORRECTION REQUIREMENTS

HHS Data Use Agrccment
TACCHO VERSION (Local Ciry and County Entities) October 23, 2019
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4.0t Breach or Event Notification to HHS. 45 CFR 164.400-414.

(A) CONTRACTOR will cooperate firlly with HHS in investigating, mihgating to
the extent practicable and issuing notifications directed by HHS, for any Event or Breach of
Confidential lnformation to the extent and in the manner determined by HHS.

(B) CONTRACTOR'S obligation begiru at the Discoverv of an Event or Breach
and continues as long as related activity continues, until all effects of the Event are mitigated
to HHS'S reasonable satisfaction (the "incident response pfiod'). 15 CFR 161.404.

(C) Breach Notice:

( 1) Initial Notice.

(a) For federal information, including without limitation, Federal
Tax Informatron, Social Security Administration Data and Medicaid Client
Information, within the first, comecutive clock hour of Discovery. and for
all other types of Confidential Information not more than 24 hous after
Discove(v. or in a timeframe otherurise approved by HHS in writing, initially
report to HHS's Privacy and Security Officers via email at:
privacy@HHSC.state.tx.us and to the HHS division responsible for this
DUA: and IRS Publication 1075; Privacy Act of 1974, as amended by the
Computer Marching and Privacy Protection Act of 1988, 5 U.S.C. $ 552a;

OMB Memorandum 07-16 as cited in HHSC-CMS Contracts for
information exchange.

O) Report all information reasonably available to
CONTRACTOR about the Event or Breach of the privacy or secwity of
Confidential Inforrnation. 15 CFR 164.410.

(c) Name, and provide contact information to HHS for,
CONTRACTOITs single point of contact who will communicate with IIHS
both on and offbusiness hours during the incident response period.

(2) Formal Notice. No later than two business days after the tnitial Notice
above, provide formal notification to pnvary@HHSc.state.tx.us and to the HHS
division responsible for this DUA, including all reasonably available information
about the Event or Breach. and CONTRACTOR's investigation, rncluding without
limitation and to the extent available: For (a) - (m) belaw: 45 CFR 164.40M14.

(a) The date the Event or Breach occurred;

O) The date of CONTRACTOR's an4 if applicable,
S ubcontractor's Discovery;

(c) A brief description of the Event or Breach; including how it
occurred and who is responsible (or hypotheses, if not yet determined);

HHS Data Usc Agreement
TACCHO VERSION (Local City and County Entities) October 23,2019
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(d) A brief description of CONTRACTOR s invesigation and the
shrus of the investigation;

(e) A description of the types and amount of Confidential
Information involved;

(g) CONTRACTOR's initial risk assessment of the Event or
Elgagh demonstrating whether individual or other notices are required by
applicable law or this DUA for HHS approval, including an analysis of
whether there is a low probability of compromise of the Confidential
Information or whether any legal exceptions to notification apply;

(h) CONTRACTOR's recommendation for HHS's approval as to
the steps Individuals and/or CONTRACTOR on behalf of Individuals,
should take to protect the Individuals from potential harm, including without
limitation CONTRACTOR's provision of notifications, credit protection,
claims monitoring, and any specific protections for a Leeally Authorized
Reoresentative to take on behalf of an Individual with special capacity or
circumstances;

(D The steps CONTRACTOR has taken to mitigate the harm or
potential harm caused (including without limitation the provision of
sufficient resources to mitigate);

0) The steps CONTRACTOR has taken, or will take, to prevent
or reduce the likelihood of recurrence of a similar Event or Breach;

(k) Identi!, describe or estimate the Persons, Workforce.
Subcontractor. or Individuals and any law enforcement that may be involved
in the Event or Breach;

0) A reasonable schedule for CONTRACTOR to provide regutar
updates during normal business hours to the foregoing in the future for
response to the Event or Breach, but no less than every three (3) business
days or as otherwise directed by HHS, including information about risk
estimations, reporting, notification, ifany, mitigation, corrective action. root
cause analysis and when such activities are expected to be completed; and

HHS Data Use Agreement
TACCHO VERSION (Local City and County Entities) October 23, 2019
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(0 Identification of and number of all Individuals reasonably
believed to be afected, including fim and last name ofthe Individual and if
applicable the, Lecally Authoriz€d Reoresentative. last known address,
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to the extent known or can be reasonably determined by CONTRACTOR at
that time;
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(m) Any reasonabiy available, pertinent informatiorl documents or
reports related to an Event or Breach that IIHS requests following
Discoverv.

4.02 Investigation, Response and Mitigation. 45 CFR 164.308, 310 and 312; 164.530

(A) CONTRACTOR will immediately conduct a full and complete investigation,
respond to the Event or Breach, commit necessary and appropriate staff and resources to
expeditiously respond, and report as required to and by HHS for incidort response purposes
and for puposes of HHS's compliance with report and notification requirements, to the
reasonable satisfaction of tIHS.

(B) CONTRACTOR will complete or participate in a risk assessment as directed
by HHS following an Event or Brcach. and Fovide the final assessment, corrective actions
and mitigations to HHS for review and approval.

(C) CONTRACTOR will fully cooperate with HHS to respond to inquiries and/or
proceedings by state and federal authorities, Persons and,/or Individuals about the Event or
Breach.

(D) CONTRACTOR will fully cooperate with HHS's efforts to seek appropriate
injunctive reliefor otherwise prevert or curtail such Event or Breach. or to recover or protect
any Conlidential Information, including complying with reasonable corrective action or
measures, as specified by HHS in a Corrective Action Plan ifdirected by HHS under the Base
Contract.

4.03 Breach Notilicadon to Individuals and Reporting to Authorities. Tex. Bus. &
Comm. Code $521.053; 45 CFR 164.404 (Individuals), 164.406 (Media); 164.40E
(Authorities)

(A) HHS may direct CONTRACTOR to provide Brcach notification to
Individuals, regulators or third-parties, as specified by HHS following a Breach.

(B) CONTRACTOR shall give HHS an oppotunity to review and provide
feedback to CONTRACTOR and to confirm that CONTRACTOR's notice meets all
regulatory requirements regarding the time, marmer and content of any notification to
Individuals, regulators or third-parties, or any nonce required by other state or federal
authorities, including without limitation, notifications required by Texas Business and
Commerce Code, Chapter 521.053(b) and HIPAA. HHS shall have ten (10) business days to
provide said feedback to CONTRACTOR. Notice letters will be in CONTRACTOR's name
and on CONTRACTOR s lenerhead, unless otherwise directed by HHS, and will contain
contact information, including the name and title of CONTRACTOR's representative, an
email address and a toll-&ee telephone number, if required by applicable law, rule, or
regulation, for the Individual to obtain additional information.

(C) CONTRACTOR will provide HHS with copies of diskibuted and approved
commrurications.

HHS Data Use Agreement
TACCHO VERSION (Local City and County Entities) Octobsr 23, 2019
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(D) CONTRACTOR will have the burden of demonstrating to the reasonable
satisfaction ofHHS that any notification required by HHS was timely made. If there are de lays
outside of CONTRACTOR's contol, CONTRACTOR will provide written documentation of
the reasons for the delay.

(E) If HHS delegates notice requirements to CONTRACTOR, IIHS shall, in the
time and manner reasonably requested by CONTRACTOR, cooperate and assist r ith
CONTRACTOR's information requests in order to make such notifications and reports.

ARTICLE 5.

STATEMENT OF WORI(

"Statement of Work" means the services and deliverables to be performed or provided by
CONTRACTOR, or on behalf of CONTRACTOR by its Subconractors or agents for HHS that are
described in detail in the Base Contract. The Staternent of Work, including any future amendments
thereto, is incorporated by reference in this DUA as ifset out word-for-word herein.

ARTICLE 6.
GENERAL PROVISIONS

CONTRACTOR acknowledges and agrees that HHS is entitled to oversee and monitor
CONTRACTOR's access to and creation, receipt, maintenance, use, disclosure ofthe Confidential
lnformation to confirm that CONTRACTOR is in compliance with this DUA.

6.02 HHS Commitment and Obligations

HHS will not request CONTRACTOR to create, maintain, transmit, use or disclose ![! in
any manner that would not be permissible under applicable law ifdone by HHS.

6.03 IIHS Right to Inspection

At any time upon reasonable notice to CONTRACTOR, or if IIHS determines that
CONTRACTOR has violated this DUA, HHS, directly or though its agent, will have the right to
inspect the facilities, systerns, books and records of CONTRACTOR to monitor compliance with this
DUA. For purposes of this subsection, IIHS's agen(s) include, without limitatioq the HHS Office of
the Inspector General or the Offrce of the Attomey General of Texas, outside consultants or legal
counsel or other designee.

6,04 Terml Termination of DUA; Survival

This DUA will be effective on the date on which CONTRACTOR executes the DUA, and
will terminate upon termination of the Base Contract and as set forth herein. If the Base Contract is

extsnded or amended, this DUA shall be extended or amended concurent with such extension or
amendment-

HHS Data Use Agreemcnt
TACCHO VERSION (Local City and County Entities) October 23, 2019
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(A) HHS may immediately terminate this DUA and Base Contract upon a material
violation of this DUA.

(B) Terrnination or Expiration of this DUA will not relieve CONTRACTOR of its
obligation to retum or Destrov the Confidential Information as set forth in this DUA and to
continue to safeguard the Confidential Information until such time as determined by IIHS.

(C) If HHS determines that CONTRACTOR has violated a material term of this
DUA; HHS may in its sole discretion:

(l) Exercise any of its rights including but not limitcd to reports, access

and impection under this DUA and/or the Base Contract; or

(2) Require CONTRACTOR to submit to a Corrective Action Plan,
including a plan for monitoring and plan for reporting, as [I]IS may determine
necessary to maintain compliance with this DUA; or

(3) Provide CONTRACTOR with a reasonable period to cure the
violation as determined by [IHS; or

(4) Terminate the DUA and Base Contract immediately, and seek relief in
a court ofcompetentjudsdiction in Texas.

Before exercising any of these options, HHS will provide written notice to
CONTRACTOR describing the violation, the requested corrective action CONTRACTOR
may take to cure the alleged violation, and the action HHS intends to take if the alleged
violated is not timely cured by COI\ITRACTOR.

(E) The duties of CONTRACTOR or its Subcontractor under this DUA survive
the expimtion or termination of this DUA wrtil all the Confidential Information is Destroyed
or retumed to HI{S, as required by this DUA.

(A) The validity, construction and performance ofthis DUA and the legal relations
among the Parties to this DUA will be govemed by and construed in accordance with the laws
of the State ofTexas-

HHS Data Use Agreement
TACCHO VERSION (Local City and County Entities) October 23, 2019
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(D) Ifneither termination nor cure is feasible, HHS shall report the violation to the
Secretary ofthe U.S. Departnent of Health and Human Services.

6.05 Governing Law, Venue and Litigation

(B) The Parties agree that the couds ofTexas, will be the exclusive venue for any
litigation, special proceeding or other proceeding as berween the parties that may be broughq
or arise out of, or in connection with, or by reason ofthis DUA-

6.06 Injunctive Relief
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(A) CONTRACTOR acknowledges and agrees that HHS may suffer irreparable
injury if CONTRACTOR or is Subconu-actor fails to comply with any of the terms of this
DUA with respect to the Confidential Information or a provision of HIPAA or other laws or
regulations applicable to Confidential Information

(B) CONTRACTOR further agrees that monetary damages may be inadequate to
compensate HIIS for CONTRACTOR's or its SubcontractorJs failure to comply. Accordingly,
CONTRACTOR agrees that HHS will, in addition to any other remedies available to it at law
or in equity, be entitled to seek injunctive relief without posting a bond and without the
necessity of demonstrating actual damages, to enforce the terms of this DUA.

6.07 Responsibilit"v.

To the extent permitted by the Texas Constitution, laws and rules, and without waivrng any
immunities or defenses available to CONTRACTOR as a govemmental entity, CONTRACTOR
shall be solely responsible for its own acts and omissions and the acts and omissions of its
employees, directors, officers, Subcontractors and agents. HHS shall be solely responsible for its
own acts and omissions.

6,08 Insurance

(A) As a govemmental entity, and in accordance with the limits of the Texas Ton
Claims Acq Chapter 101 of the Texas Civil Practice and Rernedies Code, CONTRACTOR
either maintains commercial insurance or self-insures with policy limits in an amount
sufficient to cover CONTRACTOR's liability ansing under this DUA. CONTRACTOR will
request that HIIS be named as an additional insured. HHSC reserves the right to consider
altemative means for CONTRACTOR to satis! CONTRACTOR's financial responsibility
rutder this DUA. Nothing herein shall relieve CONTRACTOR of its financial obligations set
forth in this DUA if CONTRACTOR fails to maintain rnsurance.

(B) CONTRACTOR will provide IIHS with written proof that required insumnce
coverage is in effect, at the request oflIHS.

6.08 Fees and Costs

Except as otherwise specified in this DUA or the Base Contrac! ifany legal action or other
proceedtng is brought for the enforcement of this DUA, or because of an alleged dispute, contract
violation, Evenll Breach. default, misrepresentation, or injunctive action, in connection with any of
the provisions ofthis DUA, each party will bear their own legal expenses and the other cost incurred
in that action or proceeding.

This DUA is incorporated by reference into the Base Contract as an amendment thereto
4nd, together with the Base Contract, constitutes the entire agreement between the parties. No
change, waiver, or discharge of obligations arising under those documents will be valid unless in
writing and executed by the party against whom such change, waiver, or discharge is sought to be

rACcHo vERsrol.I ,iff,f'B "Yff 
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enforced. If any provision of the Base Contracg including any General Provisions or Uniform
Terms and Conditions, conflicts with this DUA, this DUA controls.

6.10 Automatic Amendment and Interpretation

If there is (i) a change in any law, regulation or rule, state or federal, applicable to HIPPA and/or
Confidential lnformation, or (ii) any change in the judicial or administrative interpretation ofany
such law, regulation or ruIe,, upon the effective date ofsuch change, this DUA shall be deemed to
have been automatically amended. interpreted and read so that the obligations imposed on HHS
and./or CONTRACTOR rernain in compliance with such changes. Any ambiguity in this DUA will
be resolved in favor of a meaning that permits HHS and CONTRACTOR to comply with HIPAA
or any other law applicable to Confidential Information.

HHS Data Use Age€ment
TACCHO VERSION (Local City and Counry Entities) October 23,2019
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TEXAS
Healthand Human
Servi(e'

Telas HHS System - Dat Use Agr€ement - Attachment 2
sEcuRIrY Ar{D PRTVACY lnQUrRY (SPD
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lf you are a bidder for a new procuremenvcontract, in order to participate in the bidding process, you must have corrected any "No"
responses (except A9a) prior to the contract award date. lf you are an applicant for an open enrollment, you must have corrected
any "No" answers (except Aga and A11) prior to performing any work on behalf of any Texas HHS agency.

For any questions answered "No" (except A9a and A11), an Action Plon fot Complionce with o Timelire must be documented in the
designated area below the question. The timeline for compliance with HIPAA-related requirements for safeguarding Protected Health
tnformation is 30 calendar days from the date this form is signed. Compliance with requirements related to other types of
Confidential lnformation must be confirmed within 90 calendar days from the date the form is signed.

1. Does the applicant/bidder access, create, disclose, receive, transmit, maintain, or store Texas
HHS Confidential lnformation in electronic systems (e.9., laptop, personal use computer,
mobile device, database, server, etc.)? lF ,{O, STOP. THE SPI FORM lS NOT REqUIRED.

2. Entity o? Applicant/Bidder Legal l{ame

3. Number of Employees, at all locations, in
ApplicanVBidder's Workforce
"Workforce" means all employees, voluntee6, trainees, and

other Persons whose conduct is under the direct control of
Applicant/Bidder, whether or not they are paid byApplicant/
Eidder. lfApplicant/Bidder is a sole proprietor, the worlforce
may be only one employee.

4. ltlumber of Subcontractors
(if ApplicanvBidder will not use subcontractors, enter "0")

5. Name of lnformation Technology Security Official
and Name of Privacy Official for Applicant/Bldder
(Privacy and Security official may be the same person.)

Texas HHS System - Data Use Agreement - Attachment 2:

SECURITY AND PRIVACY INQUIRY (SPD

Yes

No

Legal Name: Hopkins County Clerk

Legal Entity Tax ldentification Number
(TlN) (Last Four Numbers Only): 1007

Procurement/Contract#: HHSREVI 00003162

Address: 128 Jefierson Street, Suite C

City: Sulphur Spring:State:TX ZIP' 7 Az

Telephone #: (903) 438-4074

Email Address: cclerk@hopkinscountyb(org

Total Employees: 6

Total Subcontractors: 0

A. Security Offlcial:

Legal Name: Hopkins County Clerk

Address: 128 JeffeEon Strcet, Suite C

City: Sulphur Sprin$State: TX ZIP:7?482

Telephone #: (9o3) 4384074

Email Address: cderk@hopkinscountyb(.org

B. Privacy O{ficial:

Legal Name: Hopkins county clerk

Address: 128 Jefferson Street, Suite C

City: Sulphur Spring:State: TX ZlPi 7*a2

Telephone #: (903) 438-4074

Email Address: cclerk@hopkinscoun\A.org

SECTION A: APPLICANT/Bl DDER INFORMATION (To be completed by Applicant/Bidder)

SPI Version 2.'l (061201E) Page 1 of 18
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6, Type(sl of Texas HHS Confidential lnformation lhe
Applicant/Bidder will create, receive, maintain, use,
disclose or have access to: (Check allthat applyl
. Hedfth lnsutunce Pottobility ond Accountobility Act (HlPAAl doto
. C.imihol Justice lnlormotion kuices (CJIS) dotd
. lntenol Revenue Seryice Fedetul Tox lnJordotion (lRS Fn) doto
. cente6 for Medicorc & Medicoid SeNices (CMS)
. Sociol security Administtotion (SSA)

lden lnlo.motion (Pll)

7. Numb€r of Storage Devices for Texas HHS Confidential lnformation (as defined in the
Texas HHS System Oata Use Agreement (DUA)I

Cloud Services involve using a network of remote serveB hosted on the lnternet to store,

manage, and process data, rather than a local server or a personal computer.

A Data Center is a centralized repository, either physical or virtual, for the storage,

management and dissemination of data and information organi2ed around a particular body

of knowledge or pertaining to a particular business.

a. Devic6. Number of personal user computers, devices or drives, including mobile
devices and mobile drives.

8. Number of unduplicated indMduals for whom Applicant/Bidder reasonably expects to
handle Texas HHS Confidential lnlormation during one year:

a. 499 individuals or less

b. 500 to 999 individuals
c. 1,000 to 99,999 individuals
d. 100,000 individuals or more

9. HIPAA Business Associate Agreement

a. Will Applicant/Bidder use, disclose, create, receive, transmit or maintain protected
health information on behalf of a HIPAA-covered Texas HHS agency for a HIPAA-
covered function ?

b. Does Applicant/Bidder have a Privacy Notice prominently displayed on a Webpage or a
Public Office of Applicant/Bidder's business open to or that serves the public? (This is a
HIPAA requirement. Answer "N/A" if not applicable, such as for agencies not covered
by HIPAA.)

Action Plan for Compliance with a Timeline

10. Subcontractors. lf the Applicant/Bidder responded "0" to Question 4 (indicating no
subcontractors), check "N/A" for both 'a.' and 'b.'

a, Does Applicant/Bidder require subcontractors to execute the DUA Attachment 1

Subcontractor Agreement Form?

Action Plan for Compliance with a Timeline:

24 ot 55

H IPAA
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tr
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tr
Other (Please List)

Total #
(Sum a-d)

6

r)

0

0
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a
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d

@ ves

Owo
O ru/a

Comoliance Datei
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b. Servers. Number of Servers that are not in a data center or using Cloud Services.

c. Cloud Services. Number of Cloud Services in use.

d. Data Centers. Number of Data Centers in use.

tr
PIg

Select Option

{a-d)

@ Yes

OHo

I

Compliance Date:

Q Yes

Owo
o N/A
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b. Will Applicant/Bidder agree to require subcontractors who will access Confidential
lnformation to comply with the terms of the DUA, not disclose any Confidential
lnformation to them until they have agreed in writing to the same safeguards and to
discontinue their access to the Confidential Information if they fail to comply?

Action Plan for Comoliance with a Timeline:

11. Does Applicant/Bidder have any Optional lnsurance currently in place?

Optional lnsurance provides coverage for: (1) Network Securityand Privacy; (2) Data Breach; (3) Cyber

Liability (lost data, lost use or delay/suspension in business, denial ofservice with e-business, the lnternet,

networks and informational assets, such as privacy, intellectual property, virus transmission, extortion,

sabotage or web activities); (4) Electronic Media tiability; (5) Crime/theft; (6) Advertising lnjury and Personal

lniury Liability; and (7) crisis Management and Notification Expense covera8e.

Texas HH5 System - Data Use Agreement - Attachment 2:

SECURITY AND PRIVACY INQUIRY (SPI)
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Q Yes

O tl"
O N/n

Comoliance Date:

@ Yes

Oruo
O rula

SPI Version 2.1 (OOl2O18l Page 3 of 18



1. Written Policies & Procedures. Does Applicant/Bidder have current written privacy and
security policies and procedures that, at a minimum:

b. Does Applicant/Bidder have current written privacy and security policies and
procedures that require Applicant/Bidder and its Workforce to comply with the
applicable provisions of HIPAA and other laws referenced in the DUA, relating
to creation, receipt, maintenance, use, disclosure, access or transmission of
Texas HHS Confidential lnformation on behalf of a Texas HHS agency?

SECTION B: PRIVACY RISK ANAIYSIS AND ASSESSMENT (To be completed by Applicant/Bidder)

Doorsign En\€lope lD: D383EFC7-979HDl$8002-C35CC839E82F 26 of 55

For any questions answered "Nq" an Action Plan for Compliance with a Tlmellne must be documented ln
the deslgnated area below the question. The timeline for compliance wlth HIPAA-related requirements for
safeguarding Protected Heahh lnformation is 30 calendar days from the date this form is signed.
Compliance with requirements related to other types of Confidential lnformatlon must be contirmed wlthin
90 calendar from the date the form is

Yes or No

a. Does Applicant/Bidder have current written privacy and security policies and
procedures that identify Authorized Users and Authorized Purposes (as defined in the
DUA) relating to creation, receipt, maintenance, use, disclosure, access or transmission
of Texas HHS Confidential lnformation?

Action Plan for Comoliance with a Timeline:

c. Does Applicant/Bidder have current written privacy and security policies and procedures
that limit use or disclosure of Texas HHS Confidential lnformation to the minimum that is

necesSa to fulfill the Authorized Pur oses?

d. Does Applicant/Bidder have current written privacy and security policies and procedures

that respond to an actual or suspected breach ofTexas HHS Confidential lnformation, to
include at a minimum (if any responses are "No" check "No" for all three):

i. lmmediate breach notification to the Texas HHS agency, regulatory authorities, and
other required lndividuals or Authorities, in accordance with Article 4 of the DUA;

ii. Following a documented breach response plan, in accordance with the DUA

and applicable law; &
iii. Notifying lndividuals and Reporting Authorities whose Texas HHS Confidential

lnformation has been breached, as directed by the Texas HHS agency?

Texas HHS System - Data lJse Agreement - Attachment 2

SECURITY AND PRIVACY INQUIRY (SPI)

ComDliance Date:

@ves
Oruo

Compliance Date:

@ves
Otto

Comoliance Date:

@ves

Owo
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Action Plan for Comoliance with a Timeline:
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Ono

I

I

Action Plan for Compliance with a Timeline:
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Action Plan for Comgliance with a Timeline:

e, Does Applicant/Bid der have current written privacy and security policies and procedures
that conduct annual workforce training and monitoring for and correction of any training
delin uencies?

Action Plan for Comoliance with a Timeline:

f. Does Applicant/Eidder have current written privacy and security policies and
procedures that permit or deny individual rights of access, and amendment
or correction, when appropriate?

g, Does Applicant/Bidder have current written privacy and security policies and procedures
that permit only Authorized Users with up-to-date privacy and security training, and
with a reasonable and demonstrable need to use, disclose, create, receive, maintain,
access or transmit the Texas HHS Confidential lnformation, to carry out an obligation
under the DUA for an Authorized Purpose, unless otherwise approved in writing by a
Texas HHS agency?

Action Plan for Comoliance with a Tlmeline:

h. Does Applicant/Bidder have current written privacy and security policies and procedures
that establish, implement and maintain proof of appropriate sanctions against any
Workforce or Subcontractors who fail to comply with an Authorized Purpose or who is

not an Authorized User, and used or disclosed Texas HHS Confidential lnformation in
violation of the DUA the Base Contract or applicable law?

i. Does Applicant/Bidder have current written privacy and security policies and
procedures that require updates to policies, procedures and plans following major
changes with use or disclosure of Texas HHS Confidential lnformation within 60
days of identification of a need for update?

Texas HHS System Data Use Agreement - Attachment 2

SECURITYAND PRIVACY INQUIRY (SPI)

27 ol 55

Compliance Date:

Comolianc€ Date:

@ ves

Owo

@ ves

O r'lo

Compliance Date

@ ves

oNo

Comoliance Date:
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Oto

Compliance Date:
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Action Plan for Comoliance with a Timeline: I

I

Action Plan for ComDliance with a Timeline:
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j, Does Applica nt/Bidder have current written privacy and security policies and
procedures that restrict permissions or attempts to re-identify or further identify
de-identified Texas HHS Confidential lnformation, or attempt to contact any lndividuals
whose records are contained in the Texas HHS Confidential lnformation, except for an

Authorized Purpose, without express written authorization from a Texas HHS aBency or
as expressly permitted by the Base contract?

Action Plan for Complance with a Timeline:

k. lf Applicant/Bidder intends to use, disclose, create, maintain, store or transmit Texas HHs
Confidential lnformation outside of the United States, will Applicant/Bidder obtain the
express prior written permission from the Texas HHS agency and comply with the Texas
HHS agency conditions for safeBuarding offshore Texas HHS Confidential lnformation?

L Does Applicant/Bidder have current written privacy and security policies and procedures
that require cooperataon with Texas HHS agencies' or federal regulatory inspections,
audits or investigations related to compliance with the DUA or applicable law?

Adion Plan for Compliance with a Timeline:

m. Does Applicant/Bidder have current written privacy and security policies and
procedures that require appropriate standards and methods to destroy or dispose of
Texas HHS Confidential lnformation?

n. Does Applicant/Bidder have current written privacy and security policies and procedures
that prohibit disclosure of Applicant/Eidder's work product done on behalf of Texas HHS

pursuant to the DUA, or to publish Texas HHS Confidential lnformation without express
prior approval of the Texas HHS agency?

Action Plan for Comoliance with a Timeline:

2. Does Applicant/Bidder have a current Workforce training program?

Training of worKorce must occur at least once every year, and within 30 days of date of hiring a new
Workforce member who will handle Texas HHS Confidential lnformation. Training must include: (1) privacy and

security policies, procedures, plans and applicable requirements for handling Texas HHS Confidential

lnformation, (2) a requirement to complete training before access is given to Texas HHS Confidential

lnformation, and (3) written proof of training and a procedure for monitoring timely completion of training.

Texas HHS System - Data Use Agreement - Attachment 2:

SECURITYAND PRIVACY INQUIRY (SPI)
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Cempliance Oate
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orrlo
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Action Plan for 6e with a Timeline

3. Does Applicant/Bidder have Privacy Safeguards to protect Texas HHS Confidential
lnformation ln oral, paper and/or electronic form?

"Privacy Safeguards" means protection ofTexas HHS Confidential lnformation by establishing, implementing

and maintaining required Administrative, Physicaland Technical policies, procedures, processes and controlt
required by the DUA, HIPAA (45 CFR 164.530), Social Security Administration, Medicaid and laws, rules or
regulations, as applicable. Adminlstrative safeguards include administrative protections, policies and

p.ocedures for matters such as trainin& provision of access, termination, and review of safeguards, incident

management, disaster recovery plans, and contract provislons. Technical safeSuards include technical
protedions, policies and procedures, such as passwords, logging, emergencies, how paper is faxed or mailed,

and electronic protections such as enc4/ption of data. Physical safeguards include physical protections,

policies and procedures, such as locks, keys, physical access, physical storage and trash.

4. Does Applicant/Bidder and all subcontractors (if applicable) maintain a current list of
Authorized Users who have access to Texas HHs Confidential lnformation, whether oral,
written or electronic?

5. Does Applicant/Bidder and all subcontractors (if applicable) monitor for and remove
terminated employees or those no longer authorized to handle Texas HHS

Confidential lnformation from the list of Authorized Users?

Texas HHS System - Data Use Agreement - Attachment 2

SECURITY AND PRIVACY INQUIRY (SPI)

ComDliance Date:
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I

I
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SECTION C: SECURITY RISK ANALYSIS AND ASSESSMENT (to be completed by Apptica nt/Bidder)
DocuSi n En!/elope lD: D3B3EFC7-9798-4D|$BD02-C35CC839EB2F 30 of 55

This section is about your electronlc system. lf your buslness OOES NOT store, access, or
transmit Texas HHS Confidential lnformation in electronic systems (e.9., laptop, peronal
use computer, mobile devlce, database, server, etc,) select the box to the rlght, and
"YEs" will be entered for all questions in this section.

For any questions answered "No," an Action Plan for Compliance with a Timeline must be documented in the
designated area below the question. The timeline for compliance with HIPAA-related items is 30 calendar
days, PlFrelated items is gO calendar days.

1. Does the Applicant/Bidder ensure that services which access, create, disclose, receive,
transmit, maintain, or store Texas HHS Confidential lnformation are maintained lN the
United States (no offshoring) unless ALL ofthe following requirements are met?

a. The data is encrypted with FIPS 14G2 validated encryption
b. The offshore provider does not have access to the encryption keys
c. The Applicant/Bidder maintains the encryption key within the United States
d. The Application/Bidder has obtained the express prior written permission of the

Texas HHS agency

For more infolrnation rcqdrding FIPS 1rtc2 encryption ptducts, pledse tqer to:
h tt o : / / c ttx. t i s t. o ov / pu bl k o a i oh s / ft o s

2. Does Applicant/Bidder utilize an lT security-knowledgeable person or company to maintain
or oversee the configurations of Applicant/Bidder's computing systems and devices?

Action Plan for ComDliance with a Timeline:

3. Does Applicant/Bidder monitor and manage access to Texas HHS Confidential lnformation
(e.g., a formal process exists for granting access and validating the need for users to access
Texas HHS Confidential lnformatlon, and access is limited to Authorized Users)?

Action Plan for Comoliance with a Timeline:

4. Does Applicant/Bidder a) have a system for changing default passwords, b) require user
password changes at least every 90 calendar days, and c) prohibit the creation of weak
passwords (e.g., require a minimum of 8 characters with a combination of uppercase,
lowercase, special characters, and numerals, where possible) for all computer systems
that access or store Texas HHS Confidential lnformation.

lf yes, upon request must provide evidence such as a screen shot or a system report.

Texas HHS System - Data Use Agreement - Attachment 2

SECURITY AND PRIVACY INQUIRY (SPI)
SPI Version 2.1 (06/2018)

tr

Action Plan for Compliance with a Timeline:

Action Plan for Comgliance with a Timeline:

Comoliance Date:

Comoliance Date:

Page 8 of 18
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5. Does each member of ApplicanVBidder's Workforce who will use, disclose, create, receive,
transmit or maintain Texas HHS Confidential lnformation have a unique user name
(account) and private password?

Action Plan for Compliance with a Timeline:

6. Does Applicant/Bidder lock the password after a certain number offailed attempts and
after 15 minutes of user inactivity in all computing devices that access or store Texas
HHS Confi dential lnformation?

7. Does Applicant/Bidder secure, manage and encrypt remote access (including wireless
access) to computer systems containing Texas HHS Confidential lnformation? (e.g., a formal
process exists for Sranting access and validating the need for users to remotely access Texas
HHS Confidential lnformation, and remote access is limited to Authorized Users).

E,rcryPtion is rcqui.ed Jot ollfems HHS Confidentiol lnlomotioa- Additiono y, HB 7402 volidoted encryption is ftquired
for Heohh lnsurunce Ponobility dnd k@untdfility Act (HIPAA) doto, Oimincl lustice tnforaotion kryicfs Efg doto,
lnterndl Rev€nue S.rvice kdetulTox lnfomotion (RS m) doto, ohd Ccnt ts Jot Medicore & Medicoid s.Jtvicel (CMS) doro.

For mofe infotmotion rcgoding FIPS 11O2 encryptioo producB, ptbose qJet to:
htt o : //c src. nist.oov/pu blic otion s /fi gs

8. Does Applicant/Bidder implement computer security configurations or settings for all
computers and systems that access or store Texas HHS Confidential lnformation?
(e.g., non-essential features or services have been removed or disabled to reduce the
threat of breach and to limit exploitation opportunities for hackers or intruders, etc.)

Action Plan for Comoliance with a Timeline:

9. Does Applicant/Bidder secure physical access to computer, paper, or other systems
containing Texas HH5 Confidential lnformation from unauthorized perconnel and theft
(e.g., door locks, cable locks, laptops are stored in the trunk of the car instead of the
passenger area, etc.)?

Texas HHS Sydem - Data use Agreement - Attachment 2:
SECURITY AND PRIVACY INQUIRY (SPI)
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10. Does Applicant/Bidder use encryption products to protect Texas HHS Confidential
lnformation that is tronsmifted over a public network (e.g., the lnternet, WiFi, etc.)?

lf yes, upon request must proyide evidence such as a screen shot or a system report.
Encryption is equircd lot o HHS Confrdentiol lnlodnotion. AdditionqW flEi r&2 wlidoted e&ryption B Equi.ed ht
Hedlth tosurunce Pottobilv ond Accountobility Ad (HIPAA) ddto, oinihol lustke lnfo.dotion ScMices (CJ/6/ doto, l^tenol
Revenue Setuke Federol Tox lhlo.notio (lRS Fn) ddto, ond cente5 Jo. Medicoft & Medi.oid Scvices (CMS) doto.

Fo. morc inJornvtbn tegotding FIPS 71G2 
"ncryptbn 

ptductt pkose Efet to:
h tt 9 | //csrc. n itt. oov/oubl i col io ns/f ios

11. Does Applicant/Bidder use encryption products to protect Texas HHS Confidential
lnformation stored on end user devices (e.g., laptops, USBs, tablets, smartphones, external
hard drives, desktops, etc.)?
lfyes, upon request must provide evidence such as a screen shot or a system report.

Encryption k kquited Jot oll Teros HHS Confrdentidl lnlonnotion- Addinondlly, F B ,tto,z volidoted encryption is rcquircd
for lkokh lnsurunce Portobility oid Accountobility Act IHIPM) doto, Oiminol)udice lnfodnotion k.yices (o/E) doto,
lntemol Revenue s€ryice Federol Tox lnfonndtion (RS m) dota, dnd Cente.s lot Medkore & Medicoid S.rvices (Clrls) doto.

Fot more inlodiotion r.gotding FIPS 1/tlr2 encryption ptducts, please tder to:
h tt 9 : /,/6rc - n i tL @v/ p u b I ko t ion s / fi g s

Actaon Plan for ComDl iance with a Timeline

12. Does Applicant/Bidder require WorKorce members to formally acknowledge rules outlinint
their responsibilities for protecting Texas HHS Confidential lnformation and associated
systems containing HHS Confidential lnformation before their access is provided?

Action Plan for Compliance with a Timeline

13. ls Applicant/Bidder willing to perform or submit to a criminal background check on
Authorized Users?

Action Plan for Compliance with a Timeline:

14. Does Applicant/Bidder prohibit the access, creation, disclosure, reception, transmission,
maintenance, and storage of Texas HHS Confidential lnformation with a subcontractor
(e.9., cloud services, social media, etc.) unless Texas HHS has approved the subcontractor
agreement which must include compliance and liability clauses with the same
requirements as the Applicant/Bidder?

Action Plan for Compliance with a Timeline:

Texas HHS System - Data Use Agreement - Attachment 2

SECURITY AND PRIVACY INQUIRY (sPO
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15. Does Applicant/Bidder keep current on security updates/patches (including firmware,
software and applications) for computing systems that use, disclose, access, create,
transmit, maintain or store Texas HHS Confidential lnformation?

16. Do Applicant/Bidder's computing systems that use, disclose, access, create, transmit,
maintain or store Texas HHS Confidential lnformation contain uFto-date anti-
malware and antivirus protection?

17. Does the Applicant/Bidder review system security logs on computing systems that access

or store Texas HHS Confidential lnformation for abnormal activity or security concerns on
a regular basis?

Action Plan for Comoliance with a Timeline:

18, Notwithstanding records retention requirements, does Applicant/Eidder's disposal
processes for Texas HHS Confidential lnformation ensure that Texas HHS Confidential
lnformation is destroyed so that it is unreadable or undecipherable?

19. Does the Applicant/Bidder ensure that all public facing websites and mobile
applications containing Texas HHS Confidential lnformation meet security testing
standards set forth within the Texas Government Code (TGC), Section 2054.515;
including requirements for implementing vulnerability and penetration testing and
addressing identifi ed wlnerabilities?

Fo. n orc info.motion .eqdding TGq kdion 2054.576 DATA SECURITY PUN fOR ONLINE AND MOUII
AP ru cAn o N 5 ple o se rcIer to : h tt o t : //leo i s< o n. co d m lt e n/H BB / 2 0 7 7

Action Plan for Comoliance with g Timeline:

Texas HHS System - Data Use Agreement - Attachment 2

5ECURrrY AND PRIVACY INqUIRY (SPO
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Pleo* sign the form digitolly, iJ pusible. ff you canl, prwide o hondwril?:.n signdtgrc.

1. I certify that all of the information provided in this form is truthful and correct to the b€st of my knowledge.
lf I learn that any such information was not correct, I agree to notify Texas HHS of this immediately.

2. Si re 3. Title

Hopkins County Judge
To submit the completed, sign form

. Email the form as an attachrnent to the appropriate Texas HHS Contract Manager(s)

t
Date:

7t24123

Section E: To Be Completed by Texas HHS Agency Staff

Agency(s):

DFPS: tr
Legal Entity Tax ldentification Number (TlN) (Last four Only)

uesti rtme 5

Vital Statistics

PO/Contract(s) #:

HHSREV1OOOO3l621 0 0 7

Contract Manager Email Address

contract Manager Email Address

Contract Manager Email Address

Contract Manager Email Address

contract Manager Email Address:

Contract Manager Email Address:

Contract Manager Email Address

Contract Manager

Maria Acuna

Contract Manager;

Contract Manager

Contract Manager:

Contract Mana8er

Contract Mana8er:

Contract Manager

Contract Manager Email Address:

maria,acuna@dshs.texas.gov

Contract Manager Telephone fi

(512) 767$629

Contract Manager Telephone S

Contract Manager Telephone S:

Contract Manager Telephone s:

Contract Manager Telephone $:

Contract Manager Telephone s

Contract Manager Telephone s:

Contract Manager Telephone #

Texas HHS System - Data Use Agreement - Attachment 2

sECURITY AND PRIVACY INQUIRY (SPI)
SPI Version 2.1 (06/2018) Page 12 of L8
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Contract Manager:
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tr{srRucnoNs FoR coMPrEflNG THE sEcuRITYAl{D PRlvAOl INQUIRY (SPl}
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Below ore instructions Ior Appliconts, Eidders ond Controctors Jor Texas Heahh ond Humon Seryices requiring the
Attochment 2, Security ond Privocy lnquiry $Pl) to the Doto Use Agrcement (DllA). lnstrudion item numbers below
coffespond to sections on the SPI fom.
lf you are a bidder for a new procuremenvcontract, in order to participate in the biddinE process, you must have corrected any "No"
responses (except A9a) prior to the contract award date. lf you are an applicant for an open enrollment you must have corrected
any "No" answers (except Aga and A1U prior to performing any work on behalf of any Texas HHs agency.

For any questions answered "No" (except A9a and A11), an Action Plon fot Complidnce with o fimerine must be documented in the
designated area below the question. The timeline for compliance with HIPAA-related requlrements for safeguarding Protected Health

lnformation is 30 calendar days from the date this form is signed. Compliance with requirements related to other types of
Confidential lnformation must be confirmed within 90 calendar days from the date the form is signed.

SECTION A. APPLICANT /BIDDER INFORMATION
ftem lr. Only contrcctors thot dccess, tronsmit, stote, ond/or mointoin Texos HHS Confidentiol lnformation will
complete ond emoil this lorm os on ottochment to the dpprop ote Texas HHS Contrdct Mandger.

Item 02. Entity or Applicont/Btdder Legol Nome. Provide the legal nome ol the business (the nome used Jor legol purpses,
like filing a federol ot stote tox form on beholf ol the business, ond is not o trdde or ossumed nomed "dbo'), the legol tox
identificotion numfur (lost four num&n only) oJ the entity or opplicont/bidder, the oddress ol the corporote or moin bronch of
the business, the telephone number wherc the business con be contocted regdrding questions reloted to the information on
this fonn ond the website of the businest il o website exists-

,tem fl,. Numbet ol Employes, at dll ldEotions, in Appliont lBidder's wor*lorce. Provide the totol number of
individuolg including volunteers, subcontroctors, troinees, ond other persons who wo* for the business. lf you ore the
only employee, pleose onswer "7."

Item *4. Numbcf ol$tbconio<tots. Provide the totol number of subcontrodors working Jor the business. lf you have
none, please onswer "O" zero.

Item il'. Numb oI undupllcohd indiiduols lor whoot Applicont/Bidder rtosonobly expects to hodlc HHS Confidentlol
lnlomntioa dunng one yzor. Select the rodio button thot coffesponds with the number oJ clients/consumers lor whom you
expect to hondle Texos HHS Confidentidl ,nformdtion duing o yeor. Only count clienB/consumen once, no mottet how many
dired seryices the client receives during a yeor.

Item 15. tl",me q hfumotlon Technology *curity Offciol and Nome ol Pnvocy Otfrclol lor Applicant/aidder. As with oll othet
ftelds on the SPl, this is o requied field. This may be the some person ond the ownet ol the business il such person hos the security
and priwcy knowledqe thot is rcquired to implement the requirements of the DUA ond respond to qustions reloted to the sPl- ln
4.A. provide the nome, oddress, telephone number, ond emoil oddress of the peran whom you hwe desiqnated to onsw?r ony
secutity questionsfound in Section C ond in 4.8. provide this inJormation for the person whom you hove designdted os the person
to onswer ony privocy questions found in Sedion B. The business moy contrdct out for this expertise; however, designoted
individual(s) must hove knowlcdge ol the business's devices, systems ond methods lor use, disclosure, crcdtion, receipt,
tronsmission dnd mointenonce of fexos HHS Conlidentiol lnformotian ond be willing to be the Wint of contoct Jor privacy dnd
security questions.

Item 116. TyF$) ol HHS Confldentiol tnlomation the Entity ot Appticonv&lddet Ml Crco/te, Receive, Mointoin, lre, D//scbse ot
Have Access to: Ptovide o complete listing of oll Texds HHS Conlidentidl lnformotion thdt the Contractor will creote, rcceive,
mointoin, use, disclose or hove occess to. The DUA section Article 2, Definitions, defines Texos HHS Confrdentiol tnJomotion ds:

'Confrdentiol lnformotion' medns dny communicotion ot record (whether orol, written, electronicolly stored ot transmitted,
ot in ony other form) provided to or mode ovoiloble to CONTRACIOR or thot CONTRACIOR moy creote, receive, mointoin,
use, disclose or hove occess to on behoff of Texds HHS thot consists oI or includes ony or oll of the followinq:

( 1 ) Client I nlo rmot ion ;
(2) Prctected Heohh lnformotion in ony form including without limitotion, Electrcnic
Protected Heolth lnformotion or Unsecured Proteded Heofth lnformotion;
(3) Sensitive Personol lnlormotion defined by Texos Business ond Commerce Code Ch. 521;

Texas HHS System - Data Use Agreement - Attachment 2:
SECURITY AND PRIVACY INQUIRY (SPI)
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(4) Federol Tox lnlormotion;
15) Personolly ldentfioble lnformotion;

15) Sociol Secutv Administtotion Dato, includingn without limitdtion, Medicoid infomotion;
(7) All privileged work product;
(8) All inlormotion desiqnoted os conlidentiol undet the constitution ond lows of the Stote of
Texos ond of the lJnited Stotet including the Texos Heofth & Sdlety code ond the Texas Public

lnformotion A4 Texos Govemment Code, Chopter 552.

36 of 55

Definitions forthe lollowing types of contidentiol informotion con be found the following sites:

. Heolth lnsuronce Poftobilw ond Accountobility Act (HIPAA) - htto://www.hhs.aov/hiooo/index.html

. crimindl Junice lnfomotion Services (Clls) - https://www.fbi.oov/seNices/ciis/ciis-securitv-policv-resource-center

. tnternal Revenue Service Federol Tox lnlomotion (lRS Fn) - hnos://www.irs.aov/oub/ks-odf/o107S.odf

. Centers for Medicore & Medicoid Services (CMS) - https://www.cms.oov/Reoulotions-ond-Guidonce/Reoulotions-ond-
Guidonce.html

. Sociol Securw Administtdtion (SSA) - https://www. sso.oov,heaulotio ns,/

. Personolly tdentilidble tnformotion (Pll) - http://csrc.nist.oov/publicotions/nistpubs/8(n-fl2/so80$122.pdf

t|€m fi7. Number of Stomge devices lot lexo6 HrlS Coofrdentlol lntomqtlon. The totol number oI devices is
outomoticdlly cdlculoted by exiting the lields in lines o - d. lJse the <Tab> key when exiting the field to prompt
calculdtion, iI it doesn't othetwise sum conectly.

. ftem 7a, Devices. Provide the number of permnol user computets, devices, ond dives (including mobile
devicet loptops, USB driveg and erternol drives) on which your business stores or will store Texds HllS
Confi d e ntio I I nlo rmotion.

. ltcm 7b. *rvers. Provide the numb$ ol seryers not housed in o ddto center or "in the cloud," on which Texas HHS
Confidentiol lnformotion is stoted or will be stored. A seNer is o dedicoted computer thot provides doto or seryices to other
computers. lt may provide seryices or doto to systems on o locol oreo netwo* (L4.N) or o wide oreo netwo* (WAN) over the
lntemet. I none, onswer "0" (zero).

. ftem 7c, Cloud Sewiccs. Provide the numbet ol cloud services to which Texos Hl15 Confidentidl lntormotion is stored. Cloud
Services involve using o network of remote severs hosted on the lntemet to store, monoge, ond process doto, rother than
on a locol *rver or o personol computer. I none, answer "O" (zero.)

. ttem 7d, Mo Center'. Provide the number oI ddto centers in which you store Texos HHS Conlidentiol lnlormotion. A
Dotd Center is o centrolized repoitory, eithet physicol or virtuol, for the storoge, monogement, ond
disseminotion of doto ond inlormotion orgonized drcund o porticulor body of knowledge or peftoiningto o
potticulor business. ll none, onswer "O" (zero).

ftem llt. Numbet of unduplhoted indivduols lor whom the Applkant/aidder rcosonaw cxpe(,t to hondt. leros HHS
Confidentiol lrrromotion dwing one yeor. Select the rodio button thot corrcsponds with the number ol clients/consumers for
whom you expect to hondle Confidentiol lnfiormdtion du ng a yeor. Only count clients/consumers once, no mqttet how many
dired services the client receives during a yeor.

,tcm {9. HIPM Buslne5s As'ocia/|t AgreenEnt.
. tt€m llto. Answer "Yes" if your buiness will use, disclose, cteote, receive, tronsmit, or stote informotion rcloting to o

client/consumer's heolthcore on beholf oI the Deportment of Stdte Heolth Sevices, the Depaftment ol Disobility ond Aqing
Services, or the Heohh ond Human Services Commission for trcotment, poyment, or operotion of Medicoid or Medkoid
clients. lf you contrud does not include HIPAA covercd infomotion, respond "no." lf "nq" o complionce plon is not required.

. ltem #lb. Answer "Yes" if your business hos o notice oJ privocy ptoctices (o document thot exploins how you protecl ond
use o client/consumer's healthcare infomotion) disployed either on a website (iI one exists Jor your business) or in your
place of business (if thot locotion is open to clients/consumers or the public). f you contrdct does not include HIPAA
covered informotion, respond " N/A. "

l|€m fio. gtbcoot zc'J/t5, lf your business responded "O" to question 4 (number of subcontrodors), Answer "N/A" to ltems 10o
ond 7Ob to indicote not opplicoble.

. ltem *7(b. Answer "Yes" if your business requires thot oll subcontroclors sign Attdchment 1 ol the DUA.

. ttem #7Ab. Answer \es" iJ your business obtoins Texos HHS opprovol before permitting subcontroctors to hondle Texos HllS
Confidentiol lnformotion on your business's beholf.

ftern #77. Opdoiol tnsur?/nc€, Answer "yes" if opplicont hos optionol insuronce in ploce to ptovide coveroge for o Ereoch or ony

Texas HHS System - Data Use Agreement - Attachment 2
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other situfions listed in this question. lf you drc not rcquircd to have this optionol coveruge, onswer "N/A" A complionce plon is
not required,

SECTION B. PRIVACY RISK ANALYSIS AND ASSESSMENT
Reasonable and appropriate written Privacy and Security policies and procedures are required, even for sole proprietors who are
the only employee, to demonstrate how your business will safeguard Texas HHS Confidential lnformation and respond in the
event of a Breach of Texas HHS Confidential lnformation. To ensure that your business is prepared, all of the items below must
be addressed in your written Privacy and Security policies and procedures.

ftem fl. Answer "Yes" if you have written policies in place for each of the areas (a-o).

. ltem ll1a. Answer "yes" if your business has written policies and procedures that identify everyone, including
subcontractors, who are authorized to use Texas HHS Confidential lnformation. The policies and procedures should also
identify the reason why these Authorized Users need to access the Texas HHS Confidential lnformation and thls reason
must align with the Authorlzed Purpose described in the Scope of Work or description of services in the Base Contract
r,Yith the Texas HHS agency.

. ltem ll1b. Answer "Yes" if your business has written policies and procedures that require your employees (including
yourself), your volunteers, your trainees, and any other persons whose work you direct, to comply with the requirements
of HIPAA, if applicable, and other confidentiality laws as they relate to your handling ofTexas HHs confidential
lnformation. Refer to the laws and rules that apply, including those referenced in the DUA and Scope of Work or
description of services in the Base Contract.

. ltem fllc. Answer "Yes" if your business has wrltten policies and procedures that limit the Texas HHS confidential
lnformation you disclose to the minimum necessary for your workforce and subcontractors (if applicable) to perform the
obligations described in the Scope of Work or service descriptlon in the Base Contract. (e.9., if a client/consumer's Social

Security Number is not required for a worHorce member to perform the obligations described in the Scope of Work or
service description in the Base Contract, then the Social Security Number will not be given to them.) lf you are the only
employee for your business, policies and procedures must not include a request for, or use of, Texas HHS Confidential
Information that is not required for performance ofthe services.

r ttem Sld, Answer "Yes" if your business has written policies and procedures that explain how your business would
respond to an actual or suspected breach of Texas HHS Confidential lnformation. The written policies and procedures,

at a minimum, must include the three items below. lf any response to the three items below are no, answer .no."

o ltem f1di. Answer "Yes" if your business has written policies and procedures that require your business to
immediately notify Texas HHS, the Texas HHS Agency, regulatory authorities, or other required lndividuals or
Authorities of a Breach as described in Article 4 Section 4 of the DUA.

Refer to Article 4, Section 4.01:

l,,,'tiol Notice o, Bteodt must be prcvided in dccordonce with Texos HHS ond DUA requirements with os much
informotion os possible obout the Event/Breoch dnd o nome dnd contoct who will seNe os the single point of contoct
with HHS both on ond ofi business hours- Time fromes reloted to lnitiol Notice include:
. within one hour of Discovery d on Event or Breoch of Federul Tox tnformotion, Sociol Secuity Administrotion

Dotd, or Medicoid Client lnformotion
. within 24 hours of oll other types of Texos HHS confidentiol lnlormation tt&hout Fomol Ndice must be provided

no l6ter thon 48 houts oltet Discovery for proteded hedlth informdtion, sensitive personol informotion or other
non-public inlomaton ond must include applicoble informotion os refercnced in Section 4.O7 (C) 2. of the DUA.

o ltem f1dai. Answer "Yes" if your business has written policies and procedures require you to have and follow a

written breach response plan as described in Article 4 Section 4.02 of the DUA.

o ltem Sldiii. Answer 'Yes" if your business has written policies and procedures require you to notify Reporting
Authorities and lndividuals whose Texas HHS confidential lnformation has been breached as described in Article 4

Section 4.03 of the DUA

. ltem f1e. Answer "Yes" if your business has written policies and procedures requiring annual training of your entire
worKorce on matters related to confidentiality, privacy, and security, stressint the importance of promptly reporting any

Event or Breach, outlines the process that you will use to require attendance and track completion for employees who
failed to complete annual training.

Texas HHS System - Data Use Agreement - Attachment 2
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. ltem f1f. Answer "Yes" if your business has written policies and procedures requiring you to allow individuals
(clients/consumers) to access their individual record ofTexas HHs Confidential lnformation, and allow them to
amend or correct that information, if applicable.

. ltem flg. Answer "Yes'' if your business has written policies and procedures restrictint access to Texas HHS Confidential
lnformation to only persons who have been authorized and trained on how to handle Texas HH5 Confidential lnformation

. ltem Slh. Answer "Yes" if your business has written policies and procedures requiring sanctioning of any subcontrddor,
employee, trainee, volunteer, or anyone whose work you direct when they have accessed Texas HHS Confidential
lnformation but are not authorized to do so, and that you have a method of provlnB that you have sanctioned such an
individuals. lf you are the onlV employee, you must demonstrate how you will document the noncompliance, update
policies and procedures if needed, and seek additional training or education to prevent future occurrences.

. ltem tli. Answer "Yes" if your buslness has written policies and procedures requiring you to update your policies within
50 days after you have made changes to how you use or disclose Texas HHS Confidential lnformation-

. ftem lllj. Answer "Yes" if your business has written policies and procedures requirinB you to restrict attempts to take
de-identified data and reidentiry it or restrict any subcontractor, employee, trainee, volunteer, or anyone whose work
you direct, from contasting any individuals for whom you have Texas HHS Confidential lnformation except to perform
obligations under the contract, or with written permission from Texas HHS.

. ltem f1k. Answer "Yes" if your business has written policies and procedures prohibiting you from using, disclosing,
creatin& maintaininB, storing or transmitting Texas HHS Confidential lnformation outside of the United States.

. ltem fll. Answer "Yes" if your business has written policies and procedures requiring your business to cooperdte with
HHS agencies or federal regulatory entities for inspections, audits, or investigations related to compliance with the DUA or
applicable law.

. ltem *1m, Answer "Yes" if your business has written policies and procedures requiring your business to use appropriate
standards and methods to destroy or dispose of TeIas HHS Confidential lnformation. Policies and procedures should
comply with Texas HHS requirements for retention of records and methods of disposal.

. ltem #1n, Answer "Yes" if your business has written policies and procedures prohibiting the publication of the
work you created or performed on behalf of Texas HHS puEuant to the DUA" or other Texas HHS Confidential
lnformation, without express prior written approval ofthe HHS agency.

Item fl2. Answer "Yes" if your business has a current training program that meets the requirements specified in the SPI

for you, your employees, your subcontractors, your volunteers, your trainees, and any other persons under you direct
supervision.

Item lr3. Answer 'Yes" if your business has privacy safeguards to protect Texas HHS Confidential lnformation as described
in the SPl.

It€.rn f4. Answer "Yes" if your business maintains current lists of persons in your workforce, including subcontractors
(if applicable), who are authorized to access Texas HHS Confidential lnformation, lf you are the only person with
access to Texas HHS Confidential lnformation, please answer "yes."

Item fls. Answer "Yes" if your business and subcontrastors (if applicable) monitor for and remove from the list of
Authorized Users, members of the workforce who are terminated or are no longer authorized to handle Texas HHs
Confidential lnformation. lf you are the only one with access to Texas HHS Confidential lnformation, please answer "Yes."

SECTION C. SECURITY RISK ANALYSIS ANO ASSESSMENT
This section is about your electronic systems. lf you DO NOT store Texas HHS Confidential lnformation in electronic systems
(e.g-, laptop, personal computer, mobile device, database, server, etc.), select the "No Electronic Systems" box and respond
"Yes'' for all questions in this section.

Item Sl,, Answer "Yes" if your business does not "offshore" or use, disclose, create, receive, transmit or maintain
Texas HHS Confidential lnformation outside of the United States. lf you are not certain, contact your provider of
technology services (application, cloud, data center, network, etc.) and request confirmation that they do not off-
shore their data.
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Item S2. Answer "Yes" if your business uses a person or company who is knowledgeable in lT security to maintain or oversee

the configurations of your business's computing systems and devices. You may be that person, or you may hire someone who
can provide that service for you.

ltefi S3. Answer "Yes" if your business monitors and manages access to Texas HHS confidential lnformation (i.e., reviews

systems to ensure that access is limited to Authorized Users; has formal processes for granting, validating, and revieurs the
need for remote access to Authorized Users to Texas HHs confidential lnformation, etc.). lf you are the only employee,
answer "Yes" if you have implemented a process to periodically evaluate the need for accessing Texas HHS Confidential
lnformation to fulfill your Authorized Purposes.

Item lr4. Answer "Yes" if your business has implemented a system lor changing the password a system initially assigns to the
user (also known as the default passvord), and requires users to change their passwords at least every 90 days, and prohibits the
creation of weak passwords for all computer systems that access or store Texas HH5 Confidential lnformation (e.g., a strong
password has a minimum of 8 characters with a combination of uppercase, lowercase, special characters, and numbers, where
possible). lf your business uses a Microsoft Windows system, refer to the Microsoft website on how to do this, see example:

https://docs.mioosoft.com/en-us/windows/securitv/threot-prctection/securitv-Dolicv-settinas/Dossword-policr

Item S5. Answer "Yes" if your business assigns a unique user name and private password to each of your employees,
your subcontractors, your volunteers, your trainees and any other persons under your direct control who will use,
disclose, create, receive, transmit or maintain Texas HHS Confidential lnformation.

hem f6. Answer "Yes" if your business locks the access after a certain number of failed attempts to login and after 15 minutes
of user inactivity on all computing devlces that access or store Texas H H S Confidential lnformation. lf your business uses a
Microsoft Windows system, refer to the Microsoft website on how to do this, see example:

htt os : //docs- m i c rosoft. co m /e n - u s /w i nd ows tv/th r eot - o r ote ct i o n / sec u r itv- Do I icy -s etti nas /occo u n t- I ock o ut -o ol i cv

ltem #7. Answer 'Yes" if your business secures, manages, and encrypts remote access, such as: using Virtual Private
Network (VPN) software on your home computer to access Texas HHS Confidential lnformation that resides on a
computer system at a business location or, if you use wir€less, ensuring that the wireless is secured using a
password code. lfyou do not access systems remotely or over wireless, answer "Yes."

It€m $8. Answer "Yes" if your businers updates the computer security settings for all your compute15 and electronic
systems that access or store Texas HHS Confidential lnformation to prevent hacking or breaches (e.g., non-essential
features or services have been removed or disabled to reduce the threat of breach and to limit opportunities for hackers or
intruders to access your system). For example, Microsoft's Windows security checklist:

h tt D s : // doc s. m i c rc so ft . eo m / e n- u s /wi n d ow s/ se c u r i tv /t h rcat - o rct e ction/secutity-policy-setlinqs/how-to-confiqure-security-policy-settinqs

Item ll!1. Answer "Yes" if your business secures physical access to computer, paper, or other systems containing Texas HHS

Confidential lnformation from unauthorized personnel and theft (e.g., door locks, cable locks, laptops are stored in the
trunk of the car instead of the passenger area, etc.l. lf you are the only employee and use these practices for your
business, answer "Yes."

ItGm #10. Answer "Yes" if your business uses encryption products to protect Texas HHS Confidential lnformation that is

transmitted over a public network (e.9., the lnterne! WlFl, etc.) or that is stored on a computer system that is physically or
electronically accessible to the public (FIPS 140-2 validated encryption is required for Health lnsurance Portability and
Accountability Act (HIPAA) data, Criminal .lustice lnformation Services (CJIS) data, lnternal Revenue Service Federal Tax
Information (lRS FTI) data, and Centers for Medicare & Medicaid Services (cMS) data.) For more information regarding FlPs

14G2 encryption products, please referto: htto://csrc.nist.aov/oublicotions/fipsl.

Item S11. Answer "Yes" if your business stores Texas HHS confidential lnformation on encrypted end-user electronic devices
(e.9., laptops, U58s, tablets, smartphones, external hard drives, desktops, etc.l and can produce evidence of the encryption,
such as, a screen shot or a system report (FIPS 14G2 encryption is required for Health lnsurance Portability and Accountability
Act (HIPAA) data, Criminal ,ustice lnformation Services (CJls) data, lnternal Revenue Service FederalTax lnformation (lRS FTI)

data, and Centers for Medicare & Medicaid Services (CMS) data). For more information regarding FIPS 140'2 validated
encryption products, please refer to: csrc nist- . lf you do not utilize end-user electronic devices
for storing Texas HHs confidential lnformation, answer "Yes."
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Item [12. Answer "Yes" if your business requires employees, volunteers, trainees and other workforce members to sign a

document that clearly outlines their responsibilities for protecting Texas HHS Confidential lnformation and associated

systems containing Texas HHS Confidential lnformation before they can obtain access. lf you are the onlY employee answer

"Yes" if you have signed or are willing to sagn the DUA, acknowledging your adherence to requirements and responsibilities.

ltem S13. Answer "Yes" if your business is willing to perform a criminal background check on employees, subcontractors,
volunteers, or trainees who access Texas HHS Confidential lnformation. lf you are the only employee, answer 'Yes" if you

are willing to submit to a background check.

Item fl14. Answer "Yes" if your business prohibits the access, creation, disclosure, reception, transmission, maintenance,

and storage of Texas HHS Confidential Information on Cloud Services or social media sites if you use such services or sites,
and there is a Texas HHS approved subcontractor agreement that includes compliance and liability clauses with the same
requirements as the Applicant/Bidder. lf you do not utilize Cloud Services or media sites for storing Texas HHS Confidential
lnformation, answer "Yes."

Item fl15. Answer "Yes" if your business keeps current on security updates/patches (including firmware, software and
applications) for computing systems that use, disclose, access, create, transmit, maintain or store Texas HHS Confidential
lnformation. lf you use a Microsoft Windows system, refer to the Microsoft website on how to ensure your system is
automatically updating, see example;

https://oortol-msrc- microsoft.com/en-us/

Item fl15. Answer "Yes" if your business's computing systems that use, disclose, access, create, transmit, maintain or store
Texas HHS Confidential lnformation contain up-to-date anti-malware and antivirus protection. lf you use a Microsoft
Windows system, refer to the Microsoft website on how to ensure your system is automatically updatin& see example:

htt ps ://do6. mic ro soft . com /en -us/wi n d ows/sec u rity/th reat- p rote ction/

Item S17. Answer "Yes" if your business reviews system security logs on computing systems that access or store Texas HHS

Confidential lnformation for abnormal activity or security concerns on a regular basis. lf you use a Microsoft Windows system,
refer to the Microsoft website for ensuring your system is l(Eting security events, see ercmple:

https://docs.microsoft.com/en-us/windows/securitv/threot-protection/ouditinq/basic-security-oudit-policies

Item S18. Answer "Yes" if your business disposal processes for Texas HHS Confidential lnformation ensures that Texas

HHS Confidential lnformation is destroyed so that it is unreadable or undecipherable- Simply deleting data or formatting
the hard drive is not enough; ensure you use products that perform a secure disk wipe. Please see NIST SP 800-E8 Rl,
Guidelines lor Medio Sonitizotion and the applicable laws and regulations for the information type for further guidance.

Item #19. Answer "Yes" if your business ensures that all public facing websites and mobile applications containing HHs
Confidential lnformation meet security testinB standards set forth within the Texas Government Code (TGC), Section
2054.515

SECTION D, SIGNATURE AND SUBMISS]ON
Oicl on the signature area to digitally sign the document. Email the form as an attachment to the appropriate
Texas HHS Contract Manager.
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Hrarrs am Huurr SrnyrcEs
Contract Number HHSREvl00003l 62

Attachment B CONTRACTAFFIRMATIONS

For purposes of these Contract Affirmations, HHS includes both the Health and Human Services
Commission (HHSC) and the Department of State Health Services (DSHS). System Agency
refers to HHSC, DSHS, or both, that will be a party to this Contract. These Contract
Affirmations apply to all Contractors and Grantees (referred to as "ContractoC') regardless of
their business form (e.g., individual, partnership, corporation).

By entering into this Contract, Contractor amrms, without exception, understands, and agrees to
comply with the following items through the life of the Contract:

l. Contractor represents and warrants that these Contract Affimrations apply to Contractor
and all ofContractor's principals, officers, directors, shareholders, partners, owners,
agents, employees, subcontractors, independent contractors, and any other representatives
who may provide services under, who have a financial interest in, or otherwise are
interested in this Contract and any related Solicitation.

2. Complete and Accurate lnformation

Contractor represents and warrants that all statements and infonnation provided to HHS
are current, complete, and accurate. This includes all statements and information in this
Contract and any related Solicitation Response.

3. Public Information Act

Contractor understands that HHS will comply with the Texas Public Information Act
(Chapter 552 of the Texas Government Code) as interpeted by judicial rulings and
opinions ofthe Attorney General ofthe State ofTexas. Information, documentation, and
other material prepared and submitted in connection with this Contact or any related
Solicitation may be subject to public disclosure pursuant to the Texas Public lnformation
Act. ln accordance with Section 2252.907 of the Texas Govemment Code, Contractor is
required to make any information created or exchanged with the State pursuant to the
Contract, and not othenvise excepted from disclosure under the Texas Public Information
Act, available in a format that is accessible by the public at no additional charge to the
State.

4. ContractinglnformationRequirements

Contractor represents and warrants that it will comply with the requirements of Section
552.372(a) ofthe Texas Govemment Code. Except as provided by Section 552.374(c) of
the Texas Govemment Code, the requirements of Subchapter J (Additional Provisions
Related to Contracting Information), Chapter 552 of the Govemment Code, may apply to
the Contract and the Contractor agrees that the Contract can be terminated if the
Contractor knowingly or intentionally fails to comply with a requirement of that
subchapter.

Health and Human SGrviccs
Contract Affirrnarions v. 2.2

Effe.live May 2022
Page I of 13
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6.

Assignment

A. Contractor shall not assign its rights under the Conkact or delegate the performance
of its duties under the Contract without prior written approval from System Agency.
Any attempted assigrment in violation of this provision is void and without effect.

B. Contractor understands and agrees the System Agency may in one or more
transactions assign, pledge, or transfer the Contract. Upon receipt of System
Agency's notice of assignment, pledge, or transfer, Contractor shall cooperate with
System Agency in giving effect to such assignment, pledge, or transfer, at no cost to
System Agency or to the recipient entity.

Terms and Conditions

Contractor accepts the Solicitation terms and conditions unless specifically noted by
exceptions advanced in the form and manner directed in the Solicitation, if any, under
which this Contact was awarded. Contractor agrees that all exceptions to the Solicitation,
as well as terms and conditions advanced by Contractor that differ in any manner from
HHS' terms and conditions, ifany, are rejected unless expressly accepted by System
Agency in writing.

HHS Right to Use

Contractor agrees that IIHS has the right to use, produce, and distribute copies ofand to
disclose to HHS employees, agents, and contractors and other govemmental entities all or
part ofthis Contract or any related Solicitation Response as HHS deems necessary to
complete the procurement process or comply with state or federal laws.

Release from Liability

Contractor ganerally releases from liability and waives all claims against any party
providing information about the Contractor at the request of System Agency-

Dealings with Public Servants

Contractor has not giver, has not offered to give, and does not intend to give at any time
hereafter any economic oppommity, future employment, gift, loan, gratuity, special
discount, trip, favor, or service to a public servant in connection witl-r this Contract or any
related Solicitation, or related Solicitation Response.

Financial Participation Prohibited

Under Section 2155.004, Texas Govemment Code (relating to fmancial participation in
preparing solicitations), Contractor certifies that the individual or business entity named
in this Contract and any related Solicitation Response is not ineligible to receive this
Contract and acknowledges that this Contract may be terminat€d and payment withheld if
this certification is inaccurate.

Prior Disaster Relief Contract Violation

Under Sections 2155.006 and 2261.053 of the Texas Govemment Code (relating to
convictions and penalties regarding Hurricane Rita, Hurricane Katrina, and other
disasters), the Contractor certifies that the individual or business entity named in this
Contract and any related Solicitation Response is not ineligible to receive this Contract

10.
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12.

and acknowledges that this Contract may be terminated and payment withheld if this
certification is inaccurate.

Child Support Obligation
Under Section 231.006(d) ofthe Texas Family Code regarding child support, Contractor
certifies that the individual or business entity named in this Contract and any related
Solicitation Response is not ineligible to receive the specified payment and acknowledges
that the Contract may be terminated and payment may be withheld if this certification is

inaccurate. Ifthe certification is shown to be false, Contractor may be liable for additional
costs and damages set out in 231.006(f).

Suspension and Debarment
Conkactor certifies that it and its principals are not suspended or debarred from doing
business with the state or federal govemment as listed on the Srate of Texas Debarred
Vendor List maiatained by the Texas Comptroller ofPublic Accounts and the System for
Award Management (SAfuI) maintained by the General Serviccs Administration. This
certification is made pursuant to the regulations implementing Executive Order 12549 and
Executive Order 12689, Debarment and Suspension, 2 C.F.R. Pan 376, and any relcvant
regulations promulgated by the Department or Agency funding this project. This
provision shall be included in its entirety in Contractor's subcontracts, ifany, ifpayment
in whole or in part is from federal firnds.

Ercluded Parties
Contractor certifies that it is not listed in the prohibited vendors list authorized by
Executive Order 13224, "Blocking Property and Prohibiting Transactions with Persons
Who Commit, Threaten to CommiL or Support Terrorism, " published by the United States

Department of the Treasury, Office of Foreign Assets Conrol.'

Foreign Terrorist Organizations
Contactor represents and warrants that it is not engaged in business with han, Sudan, or a
foreign terrorist organization, as prohibited by S ectiorn 2252.152 ofthe Texas Govemment
Code-

Executive Heed of a Stete Agency
In accordance with Section 669.003 of the Texas Govemment Code, relating to
contracting with the executive head ofa state agency, Contractor certifies that it is not (l)
the executive head of an HHS agency, (2) a person who at any time during the fow yea$
before the date of this Contract was the executive head ofan HHS agency, or (3) a person

who employs a current or former executive head ofan HHS agency.

Human Traflicking Prohibition
Under Section 2l 55.0061 of the Texas Government Code, Contractor certifies that the

individual or business entity named in this Contract is not ineligible to receive this
Contract and acknowledges that this Contract may be terminated and payment withheld if
this certification is inaccurate.

13.

14.

15.

16.

17.
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19.

Franchise Tax Status

Contractor represents and warrants that it is not currently delinquent in the payment of
any franchise taxes owed the State of Texas under Chapter 171 of the Texas Tax Code.

Debts and Delinquencies

Contractor agrees that any payments due under this Contract shall be applied towards any
debt or delinquency that is owed to the State ofTexas.

Lobbying Prohibition

Contractor represents and warrants that payments to Contractor and Contractot's receipt
of appropriated or other funds under this Contract or any related Solicitation are not
prohibited by Sections 556.005, 556.0055, or 556.008 of the Texas Government Code
(relating to use ofappropriated money or state fimds to employ or pay lobbyists, lobbying
expenses, or influence legislation).

Buy Texas

Contractor agrees to comply with Section 2155.4441 of the Texas Government Code,
requiring the purchase of products and materials produced in the State ofTexas in
performing service contracts.

Disaster Recovery Plan

Contractor agrees that upon request of System Agency, Contractor shall provide copies of
its most recent business continuity and disaster recovery plans.

Computer Equipment Recycling Program

If this Contract is for the pwchase or lease of computer equipment, then Contractor
certifies that it is in compliance with Subchapter Y, Chapter 361 ofthe Texas Health and
Safety Code related to the Computer Equipment Recycling Program and the Texas
Commission on Environmental Quality rules in 30 TAC Chapter 328.

Television Equipment Recycling Program

If this Contract is for the purchase or lease ofcovered television equipment, then
Contractor cenifies that it is compliance with Subchapter Z, Chapter 361 ofthe Texas
Health and Safety Code related to the Television Equipment Recycling Program.

Cybersecurity Trainin g

A. Contractor represents and warrants that it will comply with the requirements of
Section 2054.5192 ofthe Texas Govemment Code relating to cybersecunty training
and required verification of completion of the training program.

B. Contractor represents and warrants that if Contractor or Subcontractors, officers, or
employees of Contractor have access to any state computer system or database, the

Contractor, Subcontractors, officers, and employees ofcontractor shall complete
cybersecurity training pursuant to and in accordance with Government Code, Section
2054.sr92.

20.

21.

1'

23.

24

25.
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Restricted Employment for Cert.in Stste Personnel

Contractor acknowledges that, pursuant to Section 572.069 ofthe Texas Government
Code, a former state officer or employee ofa state agency who during the period of state
service or employment participated on behalfofa state agency in a procurement or
contract negotiation involving Contractor may not accept employment from Contractor
before the second anniversary ofthe date the Contract is sigred or the procurement is
terminated or withdrawn.

28

No Conflicts oflnterest

A. Contractor represents and warrants that it has no actual or potential conflicts of
interest in providing the requested goods or services to System Agency under this
Contract or any related Solicitation and that Contractor's provision ofthe requested
goods and/or services under this Contract and any related Solicitation will not
constitute an actual or potential coriflict of interest or reasonably create an appearance
of irnpropriety.

B. Contractor agrees that, if after execution of the Contract, Contractor discovers or is
made aware of a Conflict of Interest, Contractor will immediately and fully disclose
such interest in writing to System Agency. ln addition, Contractor will promptly and
fully disclose any relationship that might be perceived or represented as a conflict
after its discovery by ConEactor or by System Agency as a potential conflict. System
Agency reserves the right to make a final determination regarding the existence of
Conflicts of Interest, and Contractor agrees to abide by System Agency's decision.

Frau4 Waste, and Abuse

Contractor understands that HHS does not tolerate any type of fraud, waste, or abuse.
Violations of law, agency policies, or standards of ethical conduct will be investigated,
and appropriate actions will be taken. Pursuant to Texas Govemment Code, Section
321.022, if the administrative head of a departrnent or enfity that is subject to audit by the
state auditor has reasonable cause to believe that money received from the state by the
department or entity or by a client or contractor of the departDnent or entity may have
been lost, misappropriated" or misused, or that other fraudulent or unlawful conduct has
occurred in relation to the operation of the department or entity, the administrative head
shall report the reason and basis for the beliefto the Texas State Auditor's Office (SAO).
All employees or contractors who have reasonable cause to believe that fraud, waste, or
abuse has occurred (including misconduct by any IIHS employee, Grantee ofEcer, agent,
employee, or subcontractor that would constitute fraud, waste, or abuse) are required to
immediately report the questioned activity to the Health and Human Services
Commission's Office of lnspector General. Contractor agrees to comply with all
applicable laws, rules, regulations, and Systern Agency policies regarding fraud" waste,
and abuse including, but not limited to, HHS Circular C-027.

A report to the SAO must be made through one of the following avenues:

r SAO Toll Free Hotline: I-800-TX-AUDIT
o SA0 website: hftp://sao.fraud,state.tx.us/

All reports made to the OIG must be made through one of the following avenues:

Hadth rrd Huma[ Scrviccs
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r OIG Toll Free Hotline 1-800-436-6184
r OIG Website: ReportTexasFraud.com
. Intemal Affairs Email: lntemalAffairsReferral@bhsc.state.br.us
r OIG Hotline Email: OlGFraudHotline@hhsc.state.b(.us.
r OIG Mailing Address: Office of Inspector General

Attn: Fraud Hotline
MC 1300
P.O. Box 85200
Austin, Texas 78708-5200

30

Antitrust

The undersigned affirms under penalty ofperjury ofthe laws of the State of Texas that:

A. in connection with this Contract and any related Solicitation Response, neither I nor
any representative ofthe Contractor has violated any provision ofthe Texas Free
Enterprise and Antitrust Act, Tex. Bus. & Comm. Code Chapter 15;

B. in connection with this Contract and any related Solicitation Response, neither I nor
any representative ofthe Contractor has violated any federal antitrust law; and

C. neither I nor any representative of the Contractor has directly or indirectly
communicated any of the contents of this Contract and any related Solicitation
Response to a competitor ofthe Contractor or any other company, corporation, firm,
partnership or individual engaged in the same line ofbusiness as the Contractor.

Legal and Regulatory Actions

Contractor represents and warrants that it is not aware ofand has received no notice of
any court or govemmental agency proceeding, investigation, or other action pending or
threatened against Contractor or any ofthe individuals or entities included in numbered
paragraph I of these Contract Affrrmations within the five (5) calendar years immediately
preceding execution of this Contract or the submission of any related Solicitation
Response that would or could impair Contractor's performance under this Contract, relate
to the contracted or similar goods or services, or otherwise be relevant to System
Agency's consideration of entering into this Contract. If Contractor is unable to make the
preceding representation and warranty, then Contactor instead represents and warrants
that it has provided to System Agency a complete, detailed disclosure of any such court
or govemmental agency proceeding, investigation, or other action that would or could
impair Contractor's performance under this Contract, relate to the contracted or similar
goods or services, or otherwise be relevant to System Agency's consideration of entering
into this Contract. In addition, Contractor acknowledges this is a continuing disclosure
requirement. Contractor represents and warrants that Contractor shall noti! System
Agency in writing within five (5) business days of any charges to the representations or
waranties in this clause and understands that failure to so timely update System Agenry
shall constihrte breach of contract and may result in immediate contract termination.

Iledth rnd llum.n ScrYictr
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32.

No Felony Criminal Convictions

Conkactor represents that neither Contractor nor any of its employees, agents, or
representatives, including any subcontractors and employees, agents, or representative of
such subcontractors, have been convicted ofa felony criminal offense or that if zuch a

conviction has occurred Contractor has fully advised System Agency in writing ofthe
facts and circumstances surrounding the convictions.

Unfeir Business Practices

Contractor represents and warrants that it has not been the subject ofallegations of
Deceptive Trade Practices violations under Chapter l7 ofthe Texas Business and
Commerce Code, or allegations of any unfair business practice in any administrative
hearing or court suit and that Contractor has not been found to be liable for such practices
in such proceedings. Contractor certifies that it has no oflicers who have seryed as

officers of other entities who have been the subject of allegations of Deceptive Trade
Practices violations or allegations ofany unfair business practices in an administrative
hearing or court suit and that such officers have not been found to be liable for such
practices in such proceedings.

Entities that Boycott Israel

Contractor represents and warrants that (1) it does not, and shall not for the duration of
the Contract, boycott Israel or (2) the verification required by Ssction 2271.002 ofthe
Texas Govemment Code does not apply to the Contract. If circumstances relevant to this
provision change during the course of the Contract, Contractor shall promptly notiry
Syston Agency.

E-Verify

Contractor certifies that for contacts for services, Contractor shall utilize the U.S.
Department of Homeland Security's E-Veriry system during the term of this Contract to
determine the eligibility of:

l. all persons employed by Contractor to perform duties within Texas; and

2. all persons, including subcontractors, assigned by Contractor to perform work
pursuant to this Contract within the United States of America.

Former Agency Employees - Certain Contracts

If this Contract is an employment contract, a professional services contract under Chapter
2254 of the Texas Government Code, or a consulting services contract under Chapter
2254 of the Texas Government Code, in accordance with Seclion 2252.901 ofthe Texas
Govemment Code, Contractor represents and warrants that neither Contractor nor any of
Contractor's employees including, but not limited to, those authorized to provide services
under the Contract, were former employees of an HHS Agency during the twelve (12)
month period immediately prior to the date of the execution of the Contract.

ll

34

35.
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Disclosure of Prior State Employment - Consulting Services

If this Contract is for consulting services,

A. ln accordance with Section 2254.033 of the Texas Govemment Code, a Contractor
providing consulting services who has been employed by, or employs an individual
who has been employed by, System Agenry or another State of Texas agency at any
time during the nvo years preceding the submission of Contractor's offer to provide
services mwt disclose the following information in its offer to provide services.
Contractor hereby certifies that this information was provided and remains true,
correct, and complete:

1. Name of individual(s) (Contractor or employee(s));
2. Status;
3. The nature of the previous etnployment with HHSC or the other State of Texas

agency;
4. The date the employment was terminated and the reason for the termination; and
5. The annual rate of compensation for the employment at the time of its

termination.

Abortion Funding Limitation
Contractor understands, acknowledges, and agrees that, pursuant to Article IX ofthe
General Appropriations Act (the Act), to the extent allowed by federal and state law,
money appropriated by the Texas Legislature may not be distributed to any individual or
entity that, during the period for which funds are appropriated under the Act:

Ec.lth aod H[mrn Scrvic.t
Contract Affirmations v- 2.2

Effective May 2022
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!7.

B. Ifno information was provided in response to Section A above, Contractor certifies
that neither Contractor nor any individual employed by Contractor was ernployed by
System Agency or any other State of Texas agency at any time during the two years
preceding the submission of Contractor's offer to provide services.

l. performs an abortion procedwe that is not reimbursable under the state's Medicaid
program;

2. is commonly owned managed, or controlled by an entity that performs an abortion
procdwe that is not reimbusable under the state's Medicaid program; or

3. is a franchise or affiliate ofan entity tlat performs an abortion procedure that is not
reimbusable under the state's Medicaid program.

The provision does not apply to a hospital licensed under Chapter 241, Health and Safety
Code, or an office exempt under Section 245.0M(2), Health and Safety Code. Contractor
represents and warrants that it is not ineligible, nor will it be ineligible during the term of
this Contract, to receive appropriated funding pursuant to Article D(.

3E. FundingEligibility

Contractor understands, acknowledges, and agrees that, pursuant to Chapter 2272 (eff.
Sept. I, 2021, Ch. 2273) ofthe Texas Govemment Code, except as exernpted under that
Chapter, HHSC cannot contract with an abortion provider or an affrliate of an abortion
provider. Conkactor certifies that it is not ineligible to contract with HHSC under the
terms of Chapter 2272 (eff. Sept. I , 202 I , Ch. 2273) of the Texas Govemment Code.
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Prohibition on Certrin Telecommunications and Video Surveillance Services or
Equipment (2 CFR 200.216)

Contractor certifies that the individual or business entity named in tlis Response or
Contract is not ineligible to receive the specified Contract or funding pursuant to 2 CFR
200.216.

COVD-!9 Vaccine Passports

Pursuant to Texas Health and Safety Code, Section 161.0085(c), Contractor certifies that
it does not require its customers to provide any documentation certirying the customer's
COVID-19 vaccination or post-transmission recovery on entry to, to gain access to, or to
receive service from the Contractor's business. Contractor acknowledges that such a
vaccine or recovery requirement would make Contractor ineligible for a state-funded
contract.

42.

Entities that Boycott Enerry Compenies

In accordance with Senate Bill 13, Acts 2021, 87th Leg., R.S., pursuant to Section
2274.002 of the Texas Govemment Code (relating to prohibition on contracts with
companies boycotting certain energy companies), Contractor represents and warrants
that: (l) it does not, and will not for the duration ofthe Contract, boycott enfigy
companies or (2) the verification required by Section 2274.002 of the Texas Govemment
Code does not apply to the Contract. If circumstances relevant to this provision change
during the course of the Contract, Conkactor shall promptly notiff System Agency.

Entities that Discriminate Against Firearm and Ammunition Industries

I-n accordance with Senate Bill 19, Acts 2021, 87th Leg., R.S., pursuant to Section
2274.002 of the Texas Govemment Code (relating to prohibition on contracts with
companies that discriminate against firearm and ammunition industries), Contractor
verifies that: (1) it does not, and will not for the duration ofthe Contract, have a practice,
policy, guidance, or directive that discriminates against a firearm entity or firearm trade
association or (2) the verification required by Sectton 2274.002 of the Texas Govemment
Code does not apply to the Contract. Ifcircumstances relevant to this provision change
during the course of the Contract, Contractor shall promptly notiry System Agancy.

Security Controls for State Agency Data

In accordance with Senate Bill 475, Acts 2021,87th Leg., R.S., pursuant to Texas
Govemment Code, Section 2054.138, Contractor understands, acknowledges, and agrees
that it pursuant to this Contract, Contractor is or will be authorized to access, transmit,
use, or store data for System Agency, Contractor is required to meet the securi! controls
the System Agency determines are proportionate with Systern Agency's risk under the
Contract based on the sensitivity of System Agency's data and that Conkactor must
periodically provide to System Agency evidence that Contractor meets the security
controls required und€r the Contract.

43.
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Cloud Computing State Risk and Authorization Management Program GX-RAMP)
In accordance with Senate Bill 475, Acts 2021, 87th Leg., R.S., pursuaDt to Texas
Govemment Code, Section 2054.0593, Contractor acknowledges and agrees that, if
providing cloud computing services for System Agency, Contractor must comply with
the requirements of the state risk and authorization management program and that System
Agency may nOt enter or renew a contract with Contractor to puchase cloud computing
services for the agency that are subject to the state risk and authorization management
program unless Contractor demonstrates compliance with program requirements. If
providing cloud computing services for System Agency that are zubject to the state risk
and authorization management progmm, Contractor certifies it will maintain program
compliance and certification throughout the term of the Contract.

OIfice oflnspector General Investigative Findings Expert Review

In accordance with Senate Bill 799, Acts 2021,87th Leg., R.S., if Texas Govemment
Code, Section 531.102(m-l )(2) is applicable to this Contract, Contractor affirms that ir
possesses the necessary occupational licenses and experience.

Contract for Professional Services of Physicians, Optometrists, and Registered
Nurses

In accordance with Senate Bill 799, Acts 2021,871h Leg., R.S., if Texas Govemment
Code, Section 2254.008(a)(2) is applicable to this Contract, Contractor affirms that it
possesses the necessary occupational licenses and experience.

Foreign-Owned Companies in Connection with Critical Infrastructure

If Texas Govemment Code, Section 2274.0102(a)( I ) (relating to prohibition on contracts
with certain foreign-owned companies in connection with critical infrastructure) is
applicable to this Contract, pursuant to Govemment Code Section 2274.0102, Contractor
certifies that neither it nor its parent company, nor any atrrliate of Contractor or its parent
company, is: (1) majority owned or controlled by citizens or govemmental entities of
China, Iran, North Korea, Russia, or any other country designated by the Governor under
Govemment Code Section 2274.0103, or (2) headquartered in any ofthose countries.

Critical Infrastructure Subcontrects

For purposes ofthis Paragraph, the designated countries are China, Iran, North Korea,
Russia, and any countries lawfully designated by the Govemor as a threat to critical
infrastructure. Pursuant to Section I13.002 of the Business and Commerce Code,
Contractor shall not enter into a subcontract that will provide direct or remote access to or
control of critical infrastnrcnre, as defined by Section I 13.001 of the Texas Business and

Commerce Code, in this state, other than access specifically allowed for product warranty
and suppon purposes to any subcontractor unless (i) neither the subcontractor nor its
parent company, nor any af{iliate ofthe subcontractor or its parent company, is majority
owned or controlled by citizens or govemmental entities of a desigrrated comtry; and (ii)
neither the subcontractor nor its parent company, nor any affiliate of the subcontractor or
its parent company, is headquartered in a designated country. Contractor will noti! the
System Agency before entering into any subcontract that will provide direct or remote

46
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49.

access to or control ofcritical infrastructure, as defined by Section I 13.001 of the Texas
Business & Commerce Code, in this state.

Enforcement of Certrin Federal Firearms Laws Prohibited

In accordance with House Bill 957, Acts 2021, 87th Leg., R.S., if Texas Govemment
Code, Section 2.101 is applicable to Contractor, Contractor certifies that it is not
ineligible to receive state grant funds pursuant to Texas Govemment Code, Section
2.103.

Prohibition on Abortions

Contractor understands, acknowledges, and agrees that, pursuant to Article II ofthe
General Appropriations Act, (l) no funds shall be used to pay the direct or indirect costs
(including marketing, overhead, rent, phones, and utilities) of abortion procedures
provided by contractors of HHSC; and (2) no funds appropriated for Medicaid Family
Planning, Healthy Texas Women Program, or the Family Planning Program shall be
distributed to individuals or entities that perform elective abortion procedures or that
contract with or provide funds to individuals or entities for the performance of elective
abortion procedures. Contractor represents and warrirnts that it is not ineligible, nor will it
be ineligible during the term ofthis Contract, to receive appropriated funding pursuant to
Article II.

False Representation

Contractor understands, acknowledges, and agrees that any false representation or any
failure to comply with a representation, warranty, or certification made by Contractor is
subject to all civil and criminal consequences provided at law or in equity including, but
not limited to, immediate termination of this Contract.

False Stetements

Contractor represents and warrants that all statements and information prepared and
submitted by Contractor in this Contract and any related Solicitation Response are
current, complete, true, and accurate. Contractor acknowledges any false statement or
material misrepresentation made by Contractor during the performance of this Contract
or any related Solicitation is a material breach of contract and may void this Contract.
Further, Contractor understands, acknowledges, and agrees that any false representation
or any failure to comply with a representation, warr-anty, or certification made by
Contractor is subject to all civil and criminal consequences provided at law or in equity
including, but not limited to, immediate termination of this Contract.

Permits and License

Contractor represents and warrants that it will comply with all applicable laws and
maintain all permits and liceuses required by applicable city, county, state, and federal
rules, regulations, statutes, codes, and other laws that pertain to this Contract.

Equal Employment Opportunity

Contractor represents and warrants its compliance with all applicable duly enacted state

and federal laws governing equal employment opportunities.

50.
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56.

Federal Occupational Safety and Health Law

Contractor represents and warrants that all articles and services shall meet or exceed the
safety standards established and promulgated under the Federal Occupational Safety and
Health Act of 1970, as amorded (29 U.S.C. Chapter l5).

Signature Authority

Contractor represents and warrants that the indiyidual signing this Contract Affirmations
document is authorized to sign on behalf of Contractor and to bind the Contractor.

Signature Page Follows

55.
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Authorized representltive on behalf of Contractor must complete and sign the following:

Ilopkitrs County

Legal Name of Contractor

Assumed Business Name of Contractor, ifapplicable (d/b/a or'doing business as')

Texas County(s) for Assumed Business Name (dlbla, or 'doing business as')
Attech Assumed Name Certificate(s) filed with the Texas Secretary of St.te and Assumed
Name Certificete(s), if any, for each Texas County Where Assumed Name Certilicate(s) has
been filed.

07 t24/2t23

of Authorized Rep entativeature

Robert Newsom

Date Signed

Ilopkins County Judge

Printed Name of Authorized Representative
First, Middle Name or Initial, and Last Name

ll8 Church Street

Title of Authorized Representative

Sulphur Sprirgs, TX 75482

Physical Street Address

P.O- Box 288

City, State, Zip Code

Sulphur Springs, TX 754E3

Mailing Address, if different

(903) 438-4006

City, State, Zip Code

(903) 438-4007

Phone Number

rrtcEsom@hopkirscoutrtytr.org

Fax Number

1402029m

Email Address DIJI{S Number

7tu001007

Federal Employer Identification Number Texas Identification Number (TIN)

Teras Franchise Tax Number Texas Secretary of State Filing
Number

SAM.gov Unique Entity Identifier (UEI)

He.lth .nd Hum.n Sewic..
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ATTACHMENT C
STATEMENT OF WORK

A. Local Govemment shall use the Texas Electronic Registration Remote System
("TxEVEf) to search DSHS databases, locate data, and issue Certifications of Birth
("Binh Certificates") only to authorized individuals or entities requesting such data. The
Birth Ce(ificates shall be provided to authorized individuals or entities in a format formally
approved by DSHS. Local Government shall implement appropriate measures to ensure its
use of TxEVER is not abused or misused by its personnel.

B. DSHS will allow Local Govemment to access TxEVER during the hours of 7:00 a.m. to
6:00 p.m. Central Time, Monday through Friday, except national holidays as identified in
Tex. Gov't Code Section 662.003(a), In the event ofan emergency or computer application
enor, DSHS may temporarily suspend TxEVER access without advance notice.

C. Local Govemment shall acquire and retain at its own expense, the necessary data
processing equipment, communications, hardware or software, and paper products in
accordance with the requirements set out in fer Admin. Code Title 25, Section I 81.28 and
as specified by DSHS- [f necessary, DSHS will provide technical assistance to Local
Govemment to enable Local Govemment's computer equipment to connect to TXEVER.

D. Local Govemment acknowledges that TxEVER records may not be located or contain
errors resulting from the following unintentional occurences:
l. Key-entry enors in spelling;
2. Failure on the part of DSHS to update a file for an amendment or patemity

determination: or
3. The event year does not exist in TxEVER.

E. Local Governrnent shall provide DSHS with monthly wrifteo notification of errors or
suspected errors discovered by Local Govemment in TXEVER.

F. Local Govemment shall use TxEVER in conformance with Tex. Health and Safety Code
Chapters 191,192, and 195, as well as Tex. Admin. Code Title 25,Part l, Chapter 181, and
in the format formally approved by DSHS.

A. Fees. Local Govemment shall pay DSHS $1.t3 for each birth certificate issued to Local
Govemment from TxEVER. Local Govemment agrees to charge the same base search fee
for a birth certificate as DSHS charges to Local Government. Additional fees may only be
charged as authorized by Tex. Health and Safety Code Chapter 191 and ? ar. Admin. Code
Title 25, Part 1, Chapter 181.

DSHS acknowledges that Local Government's payment obligations to DSHS ar€ payable
only from funds appropriated for the then current Local Govemment's fiscal year and
available for the purpose of the Contract. Local Government shall provide DSHS with
prompt notice of failure of Local Government to receive adequate appropriations or
otherwise sufficient revenue to satisry its obligations under the Contract.
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B. Invoicius. DSHS will send itemized invoices to Local Govemment on the l"! of every
month for all birth certificates provided to Local Govemment by DSHS in the prior month.
Invoicing will be sent through the U.S.Postal Service to Local Government at:

Name: Tracy Smit}
County Clerk
Hopkins County
128 Jefferson Street. Suite C
Sulphur Springs, TX 75482

Office address:

Local Government shall direct any invoicing inquiries to DSHS cither by phone at 512-
776-2953 oremailto@

C. Pavment. Local Government shall remit payment in full to DSHS witbin thirty (30) days
of its receipt of a DSHS invoice. Payment shall be rernitted via mail or electronic fund
transfer. Payment by Local Government shall be considered complete on the date received
by DSHS.

Local Govemment shall send payments to DSHS at:

Texas Deparnnent of Sate Health Services Cash Receipts Branch
MC-2096
P.O. Box 149347
AustirL TX 78714-9347

or

JPMorgan Chase
Bank Acct # 0135371 I 18

Bank Rt # 021409169
TIN # 320113643
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